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KGTP E—/MBEFEF~ SR 2L _ESei 4T Linux PNAZHIN FF2 R (813% Android)|(a) 84 m
HIRERES .

{FF KGTP REE 7£ Linux N#%_ 3T PATCH EZBEZEF4F , RESF KGTP &3
insmod e 2L,

Hit Linux Rizde ft—MxfE GDBAREN | TRERMESE TN FEN LM GDB a1
fﬁ;ﬁ%ﬁiﬁ%@%ﬁm% GDB tracepoint FEfh—2LeTNaE VB 1 IRE Linux ;N#%
N FRFERF.

Bl F_£i%%E GDB MBHZF ] ArEFfEED , KGTP el LA SEARNTEEREA
¥ (MW./sys/kernel/debug/gtpframe Fl BLAIFK) .

http://www.youtube.com/watch?v=7nfGAbNSEZY sk#&
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http://www.infog.com/cn/presentations/gdb-sharp-knife-kgtp-linux-kernel £4¢
48 KGTP g8 3L AL,

KGTP X#f X86-32 , X86-64 , MIPS 1 ARM ,
KGTP S RABARASH) Linux )&% (M 2.6.18 ZIFHAR).

5% UPDATE %% KGTP EFHEE.


https://github.com/teawater/kgtp/blob/master/UPDATE
http://www.infoq.com/cn/presentations/gdb-sharp-knife-kgtp-linux-kernel
http://www.tudou.com/programs/view/fPu_koiKo38/
http://www.youtube.com/watch?v=7nfGAbNsEZY

HREECEF 251 KGTP

#kgtp.py BEAY L B3NECEF fF3) KGTP # GDB,
#E—RFERAXNHAFTES RN ARAT - LEFE TR

wget
https://raw.githubusercontent.com/teawater/kgtp/master/kgtp.py
sudo python kgtp.py

#1J7[R NAZ I AE

(gdb) p jiffies 64

$2 = 5081634360

#AEERI vfs_read LIRE trace mIFWEX A RE backtrace 58
(gdb) trace vfs read

Tracepoint 1 at Oxffffffff811b8c70: file fs/read write.c, line 382.
(gdb) actions

Enter actions for tracepoint 1, one per line.

End with a line saying just "end".

>collect $bt

>end

(gdb) tstart

(gdb) tstop

(gdb) tfind

Found trace frame 0, tracepoint 1

#0 vfs read (file=file@entry=0xff{f88022017b000,
buf=buf@entry=0x7fff0fdd80f0 <Address 0x7fff0fdd80f0 out of
bounds>,

count=count@entry=16, pos=pos@entry=0xffff8800626aff50) at
fs/read write.c:382

382 {

(gdb) bt

#0 vfs read (file=file@entry=0xffff88022017b000,
buf=buf@entry=0x7fff0fdd80f0 <Address 0x7fffOfdd80f0 out of
bounds>,

count=count@entry=16, pos=pos@entry=0xffff8800626aff50) at
fs/read write.c:382

#1 Oxffffffff811b9819 in SYSC read (count=16,
buf=0x7fffofdd80f0 <Address 0x7fffOfdd80f0 out of bounds>,
fd=<optimized out>)

at fs/read write.c:506

WNREEEFE NS EF Android —ikc{# 8 KGTP , & FEi = A §FH KGTP FifktiAER T
{EFIB=R B anfalit GDB %4 KGTP,




i 22 1 BB T LR [A) et

BB A B A % https://github.com/teawater/kgtp/issues.,

B} E 5% mailto:teawater@gmail.com?Subject={[g—A KGTP fija]#,
2#&ICIRE QQ #£ 317654748,

KGTP /MK R & NFER.

152! https://code.google.com/p/kgtp/issues/list ij(a)|H[EHF1) 3R



https://code.google.com/p/kgtp/issues/list
mailto:teawater@gmail.com?Subject=%E6%B1%87%E6%8A%A5%E4%B8%80%E4%B8%AAKGTP%E7%9A%84%E9%97%AE%E9%A2%98
mailto:teawater@gmail.com
mailto:teawater@gmail.com?Subject=%E6%B1%87%E6%8A%A5%E4%B8%80%E4%B8%AAKGTP%E7%9A%84%E9%97%AE%E9%A2%98
https://github.com/teawater/kgtp/issues

GDB A & B2 FH KGTP

)

il

XN REHTEE R CDBIFARFRIA SRR , ] IFENRIEMEFICE KGTP HIZhaE

Thae GDB A EERF |GDBiz%| KGTP AR Linux N
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pid"E{#& GDB 45
4"attach pid"a] X
attach REEHFHED
FEFF.
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place will stop" , it |tracepoint, Tracepoints °] L # B IE—Fhis
FRFEP TN 04 G | RAETR. HATBUREZE Linux kernel f—
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Fr IR AAB4 A GDB 76MJ? tracepoint
BEIREEE. XH M mafEIbfRFER
KGTP #f tracepoint 711*%0 5% GDB
tracepoint FA{A{FEAE .
1% Memory GDB 1L F2Ffa(tiF |#RE]AFE tracepoint FiR EAFIAH action Wi
AEE), eUA £ N77% trace frame & , 7f tracepoint {=1k
GDB ﬁé\"print"ﬁ JEEUEM{I{E. collect exprl, expr2, ... A
F'x"ENRFEFHA | tind 164F trace IR 7 BEHKIEE
7. B E RO ATE NS E N R F TR R B 4%
EMIKNTE, BN E B0 Y EiHE
Step # GDB mJ L s KGTP R4t Linux N#% , {82 tracepoint
continue 4'"continue"#4F2 | TAFFIAFIELE, EshAl{=1E tracepoint
Fe93dT , A CTRL-C | 2i#H while-stepping tracepoint itk —3E
FIEH, ¥4 single-stepping #Afa1k KGTP Y]z
B AR, ﬁ*¥ﬁ?jﬂi?‘rfm'ﬂ'$uﬁmm'f?’ﬂﬂ7
{# F§ while-ste Linux
Backtrace GDB o[ AR KGTP 8] A, ill]{ﬁf backtrace (stack
4"backtrace"}TEl4¢ |dum
HRVE Ak
Watchpoint GDB #J LA KGTP mJ LA watch tracepoint 12178
watchpoint 1.tF2F1E | 20{a[F watch tracepoint %= HIIE 4ERT S10F
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NLE(E]

1A FHeRE

GDB mJ A F#4"call
function(xx,xx)" A

FEFFP RN,

KGTP o] LA A B NZF R %, a0{mEin
H C Efdh#A
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N {# A GDB 155 KGTP
IR ErA0VE Linux NA%

fEEIEEN E VIR 4 RE

7£ GDB %% KGTP PG , tnR %A A GDB %4 "tind "1%&#%F—%& trace WZEFE®EmK K
B , GDB#abT TEHEX. FEMKRITUERERINF(Linux WV&%FHF&T?)E‘HE%D
trace WL EMIE.

WRRIEFET —A trace Mi%KE , —Iuﬁﬁ GDB #34"tfind -1"R[EFE@HEN, EEIEDZ
BERXE AR UEMEEYE GDB i "tind"WEZEE.,
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Linux N#ZKNF
BFlan¢ReT AR T Era4ia) "jiffies_64"
(gdb) p jiffies_64

HE VR A T ERar4350R) "static LIST HEAD(modules)"H%—410X :

(gdb) p *((struct module *)((char *)modules->next - ((size t)
&(((struct module *)0)->list))))

&R LA E"DEFINE PER CPU(struct device *, mce device);"CPUO B#UE :
p *(struct device *)(__per cpu_offset[0]+(uint64 t)(&mce device))

WMFRAEER—> GDB e 4 B/RENXE | BER TENFIF

(gdb) printf "%4d %4d %4d %4d %4d %4d %18d %lu\n", this rq-
>cpu, this rq->nr running, this rq->nr uninterruptible, nr _active,
calc load tasks->counter, this rq->calc load active, delta, this rq-
>calc load update

210000673538312 717077240
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trace K ST &

Wﬂ%%ﬂiﬁrﬂWﬁ—ﬁmé\m‘m TSV. %] WA m trace WATE REES
TSVH{EE.
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GDB tracepoint

tracepoint #i2 GDB & X —Ltht Fl—LEh{E, #£ tracepoint Bahz f5 , & Linux 1%
PUTE AR AR , KGTP BT X E(BENIFRB LS ERIBFHFAN
tracepoint BRI FHHEC IR LA B AR(KGTP), /5 , Linux RAEAREMIT.

KGTP 27— M ALk GDB 8 K2 FFH ) tracepoint Pz s R AT

FT XL , XABTEERN BT "/sys/kernel/debug/gtp" , ¥1EFEN
£1"/sys/kernel/debug/gtpframe" #1 "/sys/kernel/debug/gtpframe pipe".

GDB tracepoint JX#41E
http://sourceware.org/gdb/current/onlinedocs/gdb/Tracepoints.html,
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& & tracepint

trace @59 IEFH K Y break 54 , EMSHATUAR AT , BRBATE—PHblt. trace ¥
N —ANEHEZMIEE X — tracepoint , KGTP BAEX A A —LemniE,

X R —LfE  trace sy SHIBIT
(gdb) trace foo.c:121 [/ —NXHHATS

(gdb) trace +2 /2 17A R

(gdb) trace my function // ER¥EE—1T
(gdb) trace *my function // RS — bt
(gdb) trace *0x2117c4  // — bt
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XA RMASRZE{E 2R E tracepoint 2| _E 4 K Wan{A4bIE?

GCC ATIERERFHITHZES inline —L¢ static Rk, EABEFXHEA inline K%K
5, FTLMRABER B tracepoint ERE 4 L.

fra] LA "trace UF: TS "R EIRERT .
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WN{Mi% B &1 tracepoint

http://sourceware.org/gdb/current/onlinedocs/gdb/Tracepoint-Conditions.html

# breakpoint —#¢ , FK(TATPLXE tracepoint Hifiik &4, MBRAKHRERTE
KGTP H$78 , FTA% ELk breakpoint (& HREIRES .

a0 -

(gdb) trace handle irq if (irq == 47)
tracepoint 1 WENMERRTE irq & 47 KIHEA AT,

1R 7T LA GDB 454 "condition"1%X & tracepoint fffik 5. GDB 454 "condition N
COND"¥i&% & tracepoint N R F % COND AEKBHRHIT.
a0 -

(gdb) trace handle irq
(gdb) condition 1 (irq == 47)
GDB %54 "info tracepoint"# £ /x tracepoint f] ID,

$bpnum K{EE&/F— GDB tracepoint i ID , FTRA{RA]AARE4E tracepoint ] ID
A condition KRB &R EN tracepoint K54 , 40 :

(gdb) trace handle irq
(gdb) condition $bpnum (irq == 47)
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nfT4biEEER "Unsupported operator (null) (52) in

expression.”

NRIRE MR TFHHEM&M tracepoint , FRIEFR"tstart" MR A BEEEIX N HEAEREE.

jullls

RAT LAY, char 4 int SRALIEXANE)E |, 4140 :

(gdb) p/x ‘A’
$4 = 0x41
(gdb) condition 1 (buf[0] == 0x41)
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actions [num]

XA KR E—4H action ¥4 tracepoint num AR KFHEHIT, NRIXERE num N
¥R E action RIFRITAIE K tracepoint _E(FLARA]AE X — tracepoint X fa H 1%

A actions MAFESH) . ARMELEREHA action , &/F end H45R. FIBFRTAL ,
¥ F5 action & collect , teval # while-stepping.
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collect exprl, exprz2, ...

% tracepoint il ZKIEHE , WERERRE., XM HLAHEZRESHEIN—HIFK , X
WHRFETAINEL R , BEESEAMTE |, ] FHRXLSE

$regs WEEHEFFR.

$args WEERES.

$locals WELE FEIAEE.
5 /E& collect —/ME4t(collect ptr)¥ R EE collect IXANFESTROMEIE . FEFESTRIEIEIN—
A * g4t action collect F55HFE[R F%EIE (collect *ptr),
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teval exprl, expr2, ...

¥ tracepoint A HIEHE , BUTHEEMRFRER., XML a[#EZAESHEIK—ESIE.
FRIRAPERBHBER , FIAREEXNERARIEERER| trace KELEF (see LB
trace KL E) , MAA% collect —HEEXLAEAFE trace M,
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while-stepping n
52 &/ while-stepping it Linux RNAZ{i# 5 KEMAERE.
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BEF{E1E tracepoint
tracepoint A B FHEAK GDB 4 Bah/a 4 v] ST action :
(gdb) tstart

BRI TER G
(gdb) tstop
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Enable # disable tracepoint

#1 breakpoint —#¥ , tracepoint AP GDB %54 "enable" #1 "disable", {BEi&
& BA1R1E tracepoint =1 ERHR B,
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i thind %% trace M FE @A 5B
tracepoint {1 & , GDB 454 "tfind" o] LA 5%$% trace WiEFEREEMLE.

% GDB £ "tfind"#& X piHz , R EEE /RA collection e SN ERKFELET XA KB
¥R, FTRAANSRITENIRA collect HI¥IEHIZNERER A S ¥ AIET {2 , GDB # i i — iR
58. XAE bug , REEC,

MBAEET—1EKEB , sJ B X ERGS tind", ©a]PLR"tind &8 ID"XEFEA
%H.

ZozEEE (LR E X EEAR M EE) , E#E A GDB 454"tfind -1", 5%
http://sourceware.org/gdb/current/onlinedocs/gdb/tfind.html EN5E KIEMEE..
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A48 R "No such file or directory.” =% "R B4

Hx."
¥ GDB AgEHE! Linux WAZIRREHIEHE , i BRXMERER. 520 :
(gdb) tfind

Found trace frame 0, tracepoint 1

#0 vfs read (file=0xffff8801b6c3a500, buf=0x3f588b8 <Address

0x3f588b8 out of bounds>, count=8192,
pos=0xffff8801eee49f48) at /build/buildd/linux-

3.2.0/fs/read write.c:365

365  /build/buildd/linux-3.2.0/fs/read write.c: IXBHANX kB x.

#R] A8 GDB %54 "set substitute-path" 4MEE . FIEX/MF Linux PAZIRRG
7£"/build/buildd/test/linux-3.2.0/"{E& vmlinux 1.t GDB 7£"/build/buildd/linux-
3.2.0/"$P%mW |, ¢RATALLIEAA] -

(gdb) set substitute-path /build/buildd/linux-3.2.0/
/build/buildd/test/linux-3.2.0/
(gdb) tfind
Found trace frame 1, tracepoint 1
#0 vfs read (file=0xffff8801c36e6400, buf=0x7fff61a8f110
<Address 0x7fff51a8f110 out of bounds>, count=16,
pos=0xffff8801761dff48) at /build/buildd/linux-
3.2.0/fs/read write.c:365
365 {
GDB 2 tHE i an 403 RRG[A) &L | 75 E)
http://sourceware.org/gdb/current/onlinedocs/gdb/Source-Path.html B34t 15

JAIéjuj o
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R 1% trace W5 B2 — X H4F

/sys/kernel/debug/gtpframe 22—/ 4 KGTP {=1LAFfY tiind 4, (GDB [ BLEEE )
AN,

W5 RS B cp" NEERIFHANEXANEE |, TR "cat /sys/kernel/debug/gtpframe
> /gtpframe"#01E.,
{RA] ATE B E RN BHRFTH X4 gtpframe:
(gdb) target tfile ./gtpframe
Tracepoint 1 at Oxffffffff8114f3dc: file /home/teawater/kernel/linux-
2.6/fs/readdir.c, line 24.
Created tracepoint 1 for target's tracepoint 1 at Oxffffffff8114f3cO0.
(gdb) tfind
Found trace frame 0, tracepoint 1
#0 vfs readdir (file=0xffff880036e8f300, filler=0xffffffff8114f240
<filldir>, buf=0xffff880001e5bf38)
at /home/teawater/kernel/linux-2.6/fs/readdir.c:24
24 {
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B RF117fE tracepoint
#Ra] LA GDB 454 "info tracepoints" B /RETHE K tracepoint,

#Ra] AP GDB %34 "save tracepoints filename"{R£ 72T B K% E tracepoint ipEcd]
X4 filename B, FE4RA]AEZ 5 GDB %54 "source filename"{& & & FixLt
tracepoint,
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% tracepoint

GDB 434 "delete id"# & tracepoint id, #nR"delete"’&xBS% , NERFH
tracepoint,
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FA tracepoint \NiZFE B ETERERE
THERICKNIZA AR vis readdir" BT EFEIEE061F

(gdb) target remote /sys/kernel/debug/gtp
(gdb) trace vfs readdir
Tracepoint 1 at OxcOlalacoO: file
/home/teawater/kernel/linux-2.6/fs/readdir.c, line 23.
(gdb) actions
Enter actions for tracepoint 1, one per line.
End with a line saying just "end".
>collect $reg
>end
(gdb) tstart
(gdb) shell Is
(gdb) tstop
(gdb) tfind
Found trace frame 0, tracepoint 1
#0 OxcOlalacl in vfs readdir (file=0xc5528d00, filler=0xc01al1900
<filldir64>,

buf=0xc0d09f90) at /home/teawater/kernel/linux-
2.6/fs/readdir.c:23
23  /home/teawater/kernel/linux-2.6/fs/readdir.c: No such file or
directory.

in /home/teawater/kernel/linux-2.6/fs/readdir.c

(gdb) info reg

eax 0xc5528d00 -984445696
ecx Oxc0d09f90 -1060069488
edx 0xc01a1900 -1072031488
ebx Oxftffiff7 -9

esp 0xc0d09f8c 0xc0d09f8c
ebp 0x0 0x0

esi 0x8061480 134616192
edi 0xc5528d00 -984445696
eip OxcOlalacl OxcOlalacl <vfs readdir+1>
eflags 0x286 [ PF SFIF]

cs 0x60 96

SS 0x8061480 134616192

ds Ox7b 123

es Ox7b 123

fs 0x0 0

gs 0x0 0

(gdb) tfind

Found trace frame 1, tracepoint 1

Oxc0lalacl 23 in /home/teawater/kernel/linux-2.6/fs/readdir.c
(gdb) info reg

eax 0xc5528d00 -984445696
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ecx 0xc0d09f90 -1060069488

edx 0xc01a1900 -1072031488
ebx Oxfffffff7 -9

esp 0xc0d09f8c 0xc0d09f8c
ebp 0x0 0x0

esi 0x8061480 134616192
edi 0xc5528d00 -984445696
eip OxcOlalacl OxcOlalacl <vfs readdir+1>
eflags 0x286 [ PF SF IF ]

cs 0x60 96

SS 0x8061480 134616192
ds Ox7b 123

es Ox7b 123

fs 0x0 0

gs 0x0 0
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FA tracepoint \NiZF XS BEETERE
TEZITRABAARE Vs readdir'i"jiffies 64" HEMHIF

(gdb) target remote /sys/kernel/debug/gtp
(gdb) trace vfs readdir

Tracepoint 1 at Oxc01ed740: file /home/teawater/kernel/linux-
2.6/fs/readdir.c, line 24.

(gdb) actions

Enter actions for tracepoint 1, one per line.
End with a line saying just "end".

>collect jiffies 64

>collect file->f path.dentry->d iname
>end

(gdb) tstart

(gdb) shell Is

arch drivers include kernel mm Module.symvers
security System.map virt

block firmware init lib modules.builtin net sound t
vmlinux

crypto fs ipc  Makefile modules.order scripts source
usr vmlinux.o

(gdb) tstop

(gdb) tfind

Found trace frame 0, tracepoint 1
#0 0xc0led741 in vfs readdir (file=0xf4063000, filler=0xc01ed580
<filldir64>, buf=0xd6dfdf90)
at /home/teawater/kernel/linux-2.6/fs/readdir.c:24
24 {
(gdb) p jiffies 64
$1 =4297248706
(gdb) p file->f path.dentry->d iname
$1 = "b26", '\000' <repeats 28 times>
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BRYFAIX—% trace RFEEEMHATEER
ER"tind"®FIF—1 %8, RAITRUA"tdump”,
(gdb) tdump
Data collected at tracepoint 1, trace frame 0:
$cr = void
file->f path.dentry->d iname =
"gtp\000.google.chrome.g052Y0O\000\235\337\000100010001000\200\

067k\3641200\067", <incomplete sequence \364>
Jiffies 64 = 4319751455
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Hi 18 tracepoint S

5 GDB %34 "tstatus".
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RE trace Z1F NEHEFE
http://sourceware.org/gdb/current/onlinedocs/gdb/Starting-and-Stopping-

Trace-Experiments.html
DR GFEANE L T A RIEMNEE. HEFH T % , tracepoint ¥{= 1k,
THRGSKIRE trace FFENEHNERE , YE&FHTREME , ¥ EafkaROIEF

2k%: trace,

(gdb) set circular-trace-buffer on

35


http://sourceware.org/gdb/current/onlinedocs/gdb/Starting-and-Stopping-Trace-Experiments.html
http://sourceware.org/gdb/current/onlinedocs/gdb/Starting-and-Stopping-Trace-Experiments.html

GDB i B g ~ZE /= 1k tracepoint
http://sourceware.org/gdb/current/onlinedocs/gdb/Starting-and-Stopping-

Trace-Experiments.html
EOABIT , &4 GDB Wi KGTP IEH&E¥% B 3= 1k tracepoint 3k trace i,

THERH4¥FTIHF KGTP disconnect-trace, fEiREZ /5 , ¥4 GDB WiFF KGTP i1z ,
KGTP A fZ1k tracepoint, GDB E#1i%%| KGTP plBf% , H ] ALkESHEH] KGTP.

(gdb) set disconnected-tracing on
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kprobes-optimization 1 tracepoint [ 17i% &
K4 tracepoint 41 Linux liz—EH1T , FTAERREHZINE RSEHITRRE.

KGTP tracepoint 2&F Linux 4% kprobe, H}%i# kprobe 2EF M S3E4 | ATLL
THREERAZRIR,

BEINE/RE arch £ X86 64 5 X86 32 M HENIXELE X ATTH "Preemptible
Kernel" (PREEMPT) , kprobe fi& E¥4% kprobes-optimization
(CONFIG OPTPROBES)IiZES1R%.

AJ AR T 5 4 SR AfIA

sysctl -A | grep kprobe
debug.kprobes-optimization = 1
XM EEM B IR AL X ¥ kprobes-optimization,

15 18 —L KGTP iaEa-$3K tracepoint R aE(E AL 1E kprobe B KL H+
kprobes-optimization, XASRAENRXLINEEMIHRIGINIZEE , NRIFRAE
tracepoint FE B kA 8 G fd FIXLETNRE.
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AN {F A trace KEZL =

http://sourceware.org/gdb/current/onlinedocs/gdb/Trace-State-Variables.html
trace IKEZTER/IR TSV,
TSV ] BAFE tracepoint action 1 condition F#i/5(] , I BT E#E# GDB #5437,

75 7EE GDB 7.2.1 MIEMAIRAE (7] trace R |, Leftfi1£4) GDB RAE@d &
4"info tvariables"Hif% trace IKEZLEMIE.
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3 E trace K ST
TN trace RELTES$cC.
(gdb) tvariable $c

trace REXE $c WAZFH ¥R 0. THEH action BEA$cICRAZERLET £ DX
IRQ.

(gdb) target remote /sys/kernel/debug/gtp

(gdb) trace handle irq

(gdb) actions

Enter actions for tracepoint 3, one per line.

End with a line saying just "end".

>collect $¢  #Save current value of $c to the trace frame buffer.
>teval $c=$c+1 #Increase the $c.

>end

PR P EN T EREEZIRESEER |, (ERFIEICHEAX/MEAN "uint64 t",
>teval $c=(uint64 t)a

HRAT LB $C A Y trace TEIE1TEE (= LR,
(gdb) tstart
(gdb) info tvariables
$c 0 31554
(gdb) p $c
$5 = 33652
(gdb) tstop
(gdb) p $c
$9 = 105559

L& A tfind PRI , YRA] AT trace frame buffer, 1R trace KETEHWET
RA] AEE B H Sk,

(gdb) tstop

(gdb) tfind

(gdb) info tvariables
$c 0 0
(gdb) p $c

$6 =0

(gdb) tfind 100
(gdb) p $c

$7 =100

BEREHE |, 15lR] trace AL ER tracepoint action ¥ BzhN41 , FTRAR AT ARIFAO4L

1% trace KT ER S KR,
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TEXNMIFEMEIE—1% CPU R T UERF B,
>teval $c=%$c+1
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Per cpu trace R EZL =

Per cpu trace KELE R —FPRFAM trace IRKELE. H— tracepoint action jjja]
BIHMBHR , F B FhRLX A CPU | Per cpu trace REAZE,

EEMMIA

1. 3/7]8] Per cpu trace RESAEMH tracepoint actions REFEEALKMRIM |, FIAER
TEXf trace KESZEMPL. ATUAHAEZ ZA LR EER.

2. B53HEREA CPU | tracepoint actions tb& i@ trace RKETEFRS.
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T E X
Per cpu trace KEEEFWFPLEEY

A CPUZE

"per cpu "+string
5E

"p "+string
Bilgn

(gdb) tvariable $p count
f£ tracepoint action Fij[AiXA trace WX ERHE , KR EXANTEEX D
action 151T7H) CPU LA,

CPU id T =

"per cpu "+string+CPU id
BE

"p "+string+CPU id
Bilan

(gdb) tvariable $p countO

(gdb) tvariable $p countl

(gdb) tvariable $p count2

(gdb) tvariable $p_count3
1 tracepoint action 2t# GDB 454 {7 [EIX N EMEHE , K IREXANTETE
CPU CPI id k1A,

TERXAMIFAI AR XN XA EV EHEA CPU EX CPU id&ZE, (F EE AXLtd
A&7 BIEEIL GDB % _F KGTP, )

(gdb) set $tmp=0

(gdb) while $tmp<$cpu number
>eval "tvariable $p count%d",$tmp
>set $tmp=$tmp+1

>end
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B+ 1
XAMBIFREX T —MExE4D CPUREAZ X vEs_read K tracepoint,

tvariable $p count
set $tmp=0
while $tmp<$cpu number
eval "tvariable $p count%d",$tmp
set $tmp=$tmp+1
end
trace vfs read
actions
teval $p count=$p count+1
end

F R4 I tstart" fFBREA CPUERT £k vfs read :

(gdb) p $p count0
$3 = 44802

(gdb) p $p countl
$4 = 55272

(gdb) p $p count2
$5 =102085
(gdb) p $p count3
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B+ 2
EXMIFER T 84 CPU LX) IRQ BRI K AR %K) stack dump,
set pagination off

tvariable $bt=1024

tvariable $p count

tvariable $p cc

set $tmp=0

while $tmp<$cpu number
eval "tvariable $p cc%d",$tmp
set $tmp=$tmp+1

end

tvariable $ignore _error=1

trace arch_local irq disable
actions
teval $p count=$clock
end
trace arch local irq enable if ($p count && $p cc < $clock -
$p count)
actions
teval $p cc = $clock - $p count
collect $bt
collect $p cc
teval $p count=0
end

enable
set pagination on
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155% trace ;K SAE $current_task
$current_task pid , $current_thread info ,
$cpu_id , $dump_ stack , $printk level ,
$printk format , $printk tmp , $clock,
$hardirq_count , $softirq count # $irq count

KGTP #5% trace K EFE$current task , $current thread info , $cpu_id
$clock ATPUR A BHVTIRIEFFIRAE , Y ¢RA GDB %2 KGTP fa5t T AR th].
fRATAFE tracepoint Z A0 actions B fg Fth{i].

1£ tracepoint 4% actions Eijja]$current task aJPUEN{R get current()IR [El{E,

1£ tracepoint £&4# actions Eijja)$current task pid AJPAEE get current()->pid
HIE.

1£ tracepoint &{4# actions Eijjjr]$current thread info a]PAER{S

current thread info()fiR [El{E.

1£ tracepoint 4% actions Eijjr]$cpu id AJPLHIE smp processor id()iIR [EI{E,

7£ tracepoint Z4#0 actions Eijjfa)$clock ATRAERAT local_clock(ORiR [EME , il RH
124D B 1 O RS TRV

$rdtsc RAEMRRLEAE X86 i X86_64 EHMEVIRNE] , (EMEHEIAIE AT MBS A
4 RDTSC B8 TSC (1E.

1£ tracepoint £&4# actions Bijjjr]$hardirg count 8] PAEN4E hardirg count()fiR [E]
1B,

1£ tracepoint 4% actions Eijja]$softirq count AJPLERTE softirq count()#iR [El{E,
1£ tracepoint &4 actions Bijja]$irq count a] PAEN{E irq count()HIR [EE.

KGTP i85 —Le455% trace KL E$dump _stack , $printk level , $printk format
F1 $printk tmp, fiTTURAXEREE/RME , EBUMITLL tracepoint HiFHmHER.

THEE—MNA$CICRIFE 16663 AL ik vis_read F s thread info ZEMEIBIF

(gdb) target remote /sys/kernel/debug/gtp

(gdb) trace vfs read if (((struct task struct *)$current task)->pid ==
16663)

(gdb) tvariable $c

(gdb) actions

Enter actions for tracepoint 4, one per line.

End with a line saying just "end".

>teval $c=$c+1

>collect (*(struct thread info *)$current thread info)
>end

(gdb) tstart
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(gdb) info tvariables

Name Initial  Current

$c 0 184

$current task 0 <unknown>
$current thread info 0 <unknown>
$cpu id 0 <unknown>

(gdb) tstop

(gdb) tfind

(gdb) p *(struct thread info *)$current thread info
$10 = {task = 0xf0ac6580, exec domain = 0xc07b1400, flags = 0,
status = 0, cpu = 1, preempt count = 2, addr limit = {
seg = 4294967295}, restart block = {fn = 0xc0159fb0

<do no restart syscall>, {{arg0 = 138300720, argl = 11,

arg2 =1, arg3 = 78}, futex = {uaddr = 0x83e4d30, val = 11,
flags = 1, bitset = 78, time = 977063750,

uaddr2 = 0x0}, nanosleep = {index = 138300720, rmtp = 0xb,
expires = 335007449089}, poll = {

ufds = 0x83e4d30, nfds = 11, has timeout = 1, tv sec = 78,
tv_nsec = 977063750} } },

sysenter return = Oxb77ce424, previous esp = 0, supervisor stack

= 0xef340044 "", uaccess err = 0}

XE—MoKEA CPUFAT 2k sys_read VI,

(gdb) tvariable $c0

(gdb) tvariable $cl

(gdb) trace sys_read

(gdb) condition $bpnum ($cpu_id == 0)
(gdb) actions

>teval $c0=$c0+1

>end

(gdb) trace sys read

(gdb) condition $bpnum ($cpu_id == 1)
(gdb) actions

>teval $cl=$cl+1

>end

(gdb) info tvariables

Name Initial Current
$current task 0 <unknown>
$cpu id 0 <unknown>
$c0 0 3255

$cl 0 1904

sys read() £ CPUO #4777 3255 % , CPU1 LH4TT 1904 k. & EE XMIF
REANT BRanfER$cpu id , KFR_EH per _cpu trace KELEEFIT,
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155k trace KL E $self_trace
$self_trace MAETENBHREFFHK trace WEELERE , B R AXIEH tracepoint KT AMK.

MBI T , tracepoint #fik 5 , 25 current task & KGTP BT HFE

(GDB , netcat , getframe s EHfhiA[a) KCTP #OMEHFE) MR , HEAPITEM
actions,

WRFAELL tracepoint actions F{EST task KIEHEET , EBEE—MEE—MARE
$self trace 454 F actions F , R WIEIN T EK 4L E] actions 7§ :

>teval $self trace=0
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FA$kret trace KR 4L E

B, AANZERNAGEN , FTAERHNLEERE tracepoint AERAME, IXBT{/RE
L $kret FEMR.

$kret 2— 12 $self trace H4Fok trace IKELT =, U{RTE tracepoint action Bi&E
EHRHERIEHE , X4 tracepoint ¥ kretprobe MAE kprobe j:fft. FREHAT
trace —/MER¥NAILE

B AR XA tracepoint A "function_name" K& NIRE RS — ML L.

THEEHBAR—MITF

#"*(function name)" format can make certain that GDB send the
first address of function to KGTP.

(gdb) trace *vfs read

(gdb) actions

>teval $kret=0

#Following part you can set commands that you want.
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F $ignore_error fl $last_errno Z tstart K551%
% KGTP 1% tstart BRGHER , X an SRR

BENENEELZMX MRS EFIEKGTP I, 40 : tnR4R1E inline 5K
spin_lock % & tracepoint , X/ tracepoint ¥ X BRIR Lt E |, H—Ltht REE]
& kprobe , TREEMALL tstart 145, XIRH A" $ignore_error" 2K iX 45 R,

Ra—MER{EEWFL " "$last errno"F,

(gdb) tvariable $ignore error=1
XA ST I 2R .

(gdb) tvariable $ignore error=0
XA K2R .
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& $cooked _clock #1 $cooked rdtsc BiiEABE
KGTP 1z1THf BB [E){E &

JIRXPA trace KA ER] UEEAEE KGTP 31T AIKNAMER. , T2 K17 AER
F—BABEARWMITHEBEEX A tracepoint () action ELER 2%,
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{#H $xtime_sec Il $xtime nsec Ei{1F timespec
Viia] trace RELZERIR [ B getnstimeofday EREH timespec BfE){ZE.,

$xtime sec ¥R [A] timespec FHEHIERSY .

$xtime nsec ¥I1R[A] timespec AFHEIEN S,
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201 backtrace (stack dump)

BIRRNFREF M — D RECR B , SOARREEMASER. XEEEAIEARRE
Eﬁgﬁﬂgiéﬁ , FEAEME. XEEEREMIERNF AT | HhiE WA A
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BT $bt &I+ B GDB %54 backtrace #1794
FAXANFAEER (R7E trace B ERADUSE) ™A ASHTE KERS A Rtk s
B (ATENABREEERT AATER) |, FrBABRTEMRE XA A MDA,

BB FE tracepoint action F3ENd S Ek

.
o
N A

e AR A A B . o,

GbB SR —_— 3632,
>colleet*(unsigred-char*)$esp@5t2

FE%x86—64 SR 512 TR IS
>colleet*(unsigned-char X $rspe@si2

FEMIPS sk ARM, RG-S 512 Fr 5
>coleetXunsighed-ehar$spe@s512

ALY A A ZH 9bS 7 , u k +4/4 B HE S1A4-A A

41 =114
AAETO™ Z T TN

_— ’

KGTP H—M 4554k trace )REZ=$bt, 1R tracepoint action i[a)E|E , KGTP ¥ H3h
WESt KE (ZUAER 512) Mtk. THXA action ¥kt 512 FHRNTE

>collect $bt

WNRARAERR A $bt F1E |, YR ATE"tstart & T X/ GDB M4 :
(gdb) tvariable $bt=1024

TEKEY R — MR IF R GDB $HTa TG

(gdb) target remote /sys/kernel/debug/gtp
(gdb) trace vfs readdir

Tracepoint 1 at Oxffffffff8118c300: file
/home/teawater/kernel2/linux/fs/readdir.c, line 24.
(gdb) actions

Enter actions for tracepoint 1, one per line.
End with a line saying just "end".

>collect $bt

>end

(gdb) tstart

(gdb) shell Is

1 crypto fs include kernel mm

Module.symvers security System.map vmlinux

arch drivers hotcode.html init lib modules.builtin net
sound  usr vmlinux.o

block firmware hotcode.html~ ipc  Makefile modules.order
scripts source virt

(gdb) tstop

(gdb) tfind

Found trace frame 0, tracepoint 1
#0 vfs readdir (file=0xffff8800c5556d00, filler=0xffffffff8118c4b0
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<filldir>, buf=0xffff880108709f40)
at /home/teawater/kernel2/linux/fs/readdir.c:24
24 {
(gdb) bt
#0 vfs readdir (file=0xffff8800c5556d00, filler=0xffffffff8118c4b0
<filldir>, buf=0xffff880108709f40)
at /home/teawater/kernel2/linux/fs/readdir.c:24
#1 Oxffffffff8118c689 in sys getdents (fd=<optimized out>,
dirent=0x1398c58, count=32768) at
/home/teawater/kernel2/linux/fs/readdir.c:214
#2 <signal handler called>
#3 0x00007f00253848a5 in ?? ()
#4 0x00003efd32cddfc9 in ?? ()
#5 0x00002c15b7d04101 in ?? ()
#6 0x000019c0c5704bf1 in ?? ()
#7 0x0000000900000000 in ?? ()
#8 0x000009988cc8d269 in ?? ()
#9 0x000009988ccIb8d1 in ?? ()
#10 0x0000000000000000 in ?? ()
(gdb) up
#1 Oxffffffff8118c689 in sys getdents (fd=<optimized out>,
dirent=0x1398¢c58, count=32768) at
/home/teawater/kernel2/linux/fs/readdir.c:214
214 error = vfs readdir(file, filldir, &buf);
(gdb) p buf
$1 = {current dir = 0x1398c58, previous = 0x0, count = 32768,
error = 0}
(gdb) p error
$3 =-9
(gdb) frame 0
#0 vfs readdir (file=0xffff8800c5556d00, filler=0xffffffff8118c4b0
<filldir>, buf=0xffff880108709f40)
at /home/teawater/kernel2/linux/fs/readdir.c:24
24 {

WIS, Bl TAT LB R — L3 4m/A kK GDB a4

bt 2 GDB 4 backtrace HI514 , X 4HFTED stack RHIEE : 8—1TR—
MAR.

up n 2@ L% n A, 20R n 21, NWESMEIESHKM , —BEFXMHREAH
—17. nHEOAER 1.

down n Z[ FT#sin M, 1R n Z21IEH , WmRRIEREMN , —ERIRFEIE

IR/, n ERELAER 1.

is move n frames down the stack. For positive numbers n, this advances

toward the innermost frame, to lower frame numbers, to frames that
were created more recently. n defaults to one. #KA]PAIE down 4554 do,
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« frame n 2i%&EFEWIn, P10 ZFRIT AT , b1 1 AR, AT RSN
& main.,

RERTLERIARA up , down 83 frame S RAMIKIE R , HRA] U) HHN [F) oK)
S EEEE.

FERBEZ KT {EA GDB amARMKKER , B2
http://sourceware.org/gdb/current/onlinedocs/gdb/Stack.html,
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Fi $_ret SRER1S =4 BT R 20 A VA FH eR 2 AR A
AR AR AABERAG 2 BTeR ¥R A VA R AL | RTRAAS _ret,
& R #A$ ret ) tracepoint NEER B EREAE— Mttt k.
Bilan

(gdb) list vfs read

360 }

361

362 EXPORT SYMBOL(do sync read);

363

364  ssize t vfs read(struct file *file, char _user *buf, size t count,
loff t *pos)

365 {

366 ssize t ret;

367

368 if (!(file->f mode & FMODE READ))
369 return -EBADF;

(gdb) trace 368
Tracepoint 2 at Oxffffffff8117a244: file
/home/teawater/kernel2/linux/fs/read write.c, line 368.
(gdb) actions
Enter actions for tracepoint 2, one per line.
End with a line saying just "end".
>collect $ ret
>end
(gdb) tstart
(gdb) tstop
(gdb) tfind
Found trace frame 0, tracepoint 2
#0 vfs read (file=0xffff880141c46000, buf=0x359bda0 <Address
0x359bda0 out of bounds>, count=8192, pos=0xffff88012fa49f48)
at /home/teawater/kernel2/linux/fs/read write.c:368
368 if (!(file->f mode & FMODE READ))
(gdb) bt
#0 vfs read (file=0xffff880141c46000, buf=0x359bda0 <Address
0x359bda0 out of bounds>, count=8192, pos=0xffff88012fa49f48)
at /home/teawater/kernel2/linux/fs/read write.c:368
#1 Oxffffffff8117a3ea in sys read (fd=<optimized out>,
buf=<unavailable>, count=<unavailable>)
at /home/teawater/kernel2/linux/fs/read write.c:469
Backtrace stopped: not enough registers or memory available to
unwind further
(gdb) up
#1 Oxffffffff8117a3ea in sys read (fd=<optimized out>,
buf=<unavailable>, count=<unavailable>)
at /home/teawater/kernel2/linux/fs/read write.c:469
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469 ret = vfs read(file, buf, count, &pos);

(gdb) p ret

$2 =-9
AT LEE AR vis_read KIER¥E sys_read , BR¥] sys_read f)/FH A E ret B E-
9,
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F $dump_stack %t #5572 printk B2

RAXAF AR R trace WEHEDMTAIHEAM printk , FILELLEIE , R&L , RiEH
WABENFIARATRRZANE , AT RE A E—B AN BN E

KGTP H— Mk trace RS E$dump stack , WEXNTET N4 GDB E Bk
M printk . FTEHE—/MERNZE L vs readdir #5651 F

target remote /sys/kernel/debug/gtp
trace vfs readdir
commands
collect $dump stack
end

TRIRMNIZIA S printk XHEHEER
[22779.208064] gtp 1:Pid: 441, comm: python Not tainted 2.6.39-
rc3+ #46
[22779.208068] Call Trace:
[22779.208072] [<fe653cca>] gtp get var+0x4a/0xa0 [gtp]
[22779.208076] [<fe653d79>] gtp collect var+0x59/0xa0 [gtp]
[22779.208080] [<fe655974>] gtp action x+0x1bb4/0x1dcO [gtp]
[22779.208084] [<c05b6408>] ? raw spin unlock+0x18/0x40
[22779.208088] [<c023f152>]? find get block slow+0xd2/0x160
[22779.208091] [<c01a8c56>] ? delayacct end+0x96/0xb0
[22779.208100] [<c023f404>]? find get block+0x84/0x1d0
[22779.208103] [<c05b6408>] ? raw spin_unlock+0x18/0x40
[22779.208106] [<c02e0838>] ? find revoke record+0xa8/0xc0
[22779.208109] [<c02e0c45>] ?
jbd2 journal cancel revoke+0xd5/0xe0
[22779.208112] [<c02db51f>]?
_jbd2 journal temp unlink buffer+0x2f/0x110
[22779.208115] [<fe655c4c>] gtp kp pre handler+0xcc/0x1c0
[gtp]
[22779.208118] [<c05b8a88>]
kprobe exceptions notify+0x3d8/0x440
[22779.208121] [<c05b7d54>]?
hw breakpoint exceptions notify+0x14/0x180
[22779.208124] [<c05b95eb>] ? sub preempt count+0x7b/0xb0
[22779.208126] [<c0227ac5>] ? vfs readdir+0x15/0xb0
[22779.208128] [<c0227ac4>] ? vfs readdir+0x14/0xb0
[22779.208131] [<c05b9743>] notifier call chain+0x43/0x60
[22779.208134] [<c05b9798>]
__atomic notifier call chain+0x38/0x50
[22779.208137] [<c05b97cf>] atomic notifier call chain+0x1f/0x30
[22779.208140] [<c05b980d>] notify die+0x2d/0x30
[22779.208142] [<c05b71c5>] do int3+0x35/0xa0
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WAk tracepoint B H =2

ERIERNET |, RO]AFERNRAEESS Linux IZAMER , IREEH tracepoint
"collect" action K{R7F{5EF! tracepoint PiiF 3+ GDB tfind 4533 X LE$E .,

BRANENFEEFIFXLNIE , AT KGTP 24t T —F E IS X BRI A IA.

P collect ;) H # 4 ¥R

KGTP 4554 trace WA = $printk level , $printk format F1 $printk tmp FIFX
M IhRE.

$printk level , 2FRXMERE 8 (XEBIAME) , "collect” action ¥ 2 E BT AHME
RFEIEE tracepoint fueh,

NRER 0-7 , "collect" FLRUXMF A printk KAMHEE , XLEEKAIR

KERN EMERG  system is unusable

KERN ALERT  action must be taken immediately
KERN CRIT critical conditions

KERN ERR error conditions

KERN WARNING warning conditions

KERN NOTICE normal but significant condition
KERN INFO informational

KERN DEBUG debug-level messages

NOOOKRWN=O

$printk format , collect printk ¥HZRFIXBIRE RN THIL . XLERKE

0 XEEIAE.

MR collect WKER 1, 2,4, 8 WEEHE—NTEFSH35E1%.
WMERAE , WER 1735 F 8,

BMHERA TS THEIEL.

W EE TS THBIE.

B EE TSN,

WEEETEER,

B EE 7SR,

WREMBE—N2RELE , FERHHLWESR$printk tmp .

OR WN =

TEHE—NEBRER vs readdir BT, pid , jiffies 64 FASCHE4 HBIF -

(gdb) target remote /sys/kernel/debug/gtp

(gdb) tvariable $c

(gdb) trace vfs readdir

(gdb) actions

>teval $printk level=0

>collect $c=$c+1

>collect ((struct task struct *)$current task)->pid
>collect $printk_tmp=jiffies 64
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>teval $printk_format=4
>collect file->f path.dentry->d iname
>end

F R4 printk XEER
gtp 1:$c=%$c+1=41
gtp 1:((struct task_struct *)$current task)->pid=12085
gtp 1:$printk tmp=jiffies 64=4322021438
gtp 1:file->f path.dentry->d iname=b26
gtp 1:$c=%$c+1=42
gtp 1:((struct task struct *)$current task)->pid=12085
gtp 1:$printk tmp=jiffies 64=4322021438
gtp 1:file->f path.dentry->d iname=b26
"gtp 1" WEBE¥IER tracepoint 1 HithiK.
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® - A\
2047] A watch tracepoint % 65 £H1 2
B3k N1F V(9]
Watch tracepoint aJPUBITIRE — 454 trace IWESEERE AT 2 KICRANEA
=],
& & watch tracepoint IER B X86 #1X86 64 x3F. MEREA  Linux 2.6.26 F1E
ZIRAG—L IPI a8 , R Linux 2.6.27 F1E HkRA_EATBUE & & B3 watch

tracepoint,
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watch tracepoint {{] trace K A&

HR

=G
tracepoint
=

tracepoint

1%

55 static
tracepoint

—

l—ﬁ

575 static
tracepoint

1%

TS static
tracepoint

—

'—ﬁ

T static
tracepoint

—

l_:'|

$watch static

R

RFF

R "teval
$watch sta
tic=1"N3xX
A
tracepoint
RS
watch
tracepoint

R

NER "teval
$watch stat

ic=0" x4
tracepoint
£330 watch
tracepoint,

RFF

$watch set id

LA
tracepoint
ZRE—1 )
 watch
tracepoint
HIEHE |, RE
S watch
tracepoint
& 1D Z|
$watch set
_id SEARBRLR
ER B3
 watch
tracepoint

RIS

Es;

&S

R¥H

RIS

$watch set ad
dr

B
tracepoint
ZRE—3h
S watch
tracepoint
HIEfg , RE
A watch
tracepoint
AR
$watch set
_addr k5
BR{RE R E
&
watch
tracepoint

R H

A% H

Rk H

RZHF

R¥H
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$watch_type  Hix4 HEESr e ®E watch | BuExXA ®E watch | BUExA
tracepoint |tracepoint |tracepoint |watch tracepoint |watch
ERE— 3 REER RZERY tracepoint |HIERIAZERY, |tracepoint 7£
& watch $watch type VeI SRR TH A2
tracepoint |EBH1E. it
R , RE
watch &8
S
$watch typ
€.
0 21T, 1
5., 282
EEEE,
$watch_size LA g4 W& watch | BExA ®E watch | BUEx4
tracepoint |tracepoint | tracepoint |watch tracepoint |watch
BZERE— 3 RER KKE. tracepoint |HENMAKE. |tracepoint £
& watch $watch_size K. SKERPATH K
tracepoint |EfH{HE. E.
R , RE
watch K&
2
$watch siz
e,
KER1L, 2,
4, 8,
$watch start |REMIE|F) BEXXFFLE | AZHF Es; A HF Es;
Swatch | WIRENE.
tracepoint( | (HRJgE4 L%k
$watch set MHE} X86 R
_addrEE | B 4 MR
$watch set |f)
(id®E)H (B 0 T,
FLEFAT |/ 0 S
E. = ID,
$watch stop | REMIE] BEXXKELE | RAZFHF S Es N HF N
$watch sto |HIR[ENE,
p#it—1
watch X4
HAAIEN S
watch
tracepoint
=1k,
$watch trace n A RZFF RFF RZFF AXFF WEXMHES
um watch
tracepoint [
tracepoint [
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Sho,

$watch trace a A RZFF RZFF RZFF RZFF WEXNENE
ddr watch
tracepoint i
tracepoint i
ok,
$watch _addr | ARXZFF &S &S X4~ watch | ARHF X4~ watch
tracepoint tracepoint %
LA AL
$watch_val & & S Es XA~ watch | ARHF X4~ watch
tracepoint tracepoint %
1 I NTFK) MR H
HHE. H.
$watch_prev_v | AR3HF &S &S X/~ watch | R3X#HF X4~ watch
al tracepoint tracepoint %
W AN TR MR RIE
& BHIEL HIMEL
$watch_count | ARFF &S R3HF & &S X4~ watch
tracepoint &

T — M
#MID,
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#7S watch tracepoint

LREV AL B EEE T ES I KA S KERIER |, ¢RI %S watch
tracepoint, TEEZ—1 LM jiffies 64 BHFIF:

#5875 watch tracepoint M tracepoint gt EISE W M E bk
trace *&jiffies 64
actions
#Set this watch tracepoint to static
teval $watch static=1
#Watch memory write
teval $watch type=1
teval $watch size=8
collect $watch val
collect $watch prev val
collect $bt
end
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#h7S watch tracepoint

LORE L RER A B A R Ab R P St A BB INR |, RETUERNS
watch tracepoint, FHE—/ AR %K function get empty filp  f->f posf->f op
B

trace *1
commands
teval $watch static=0
teval $watch _type=1
teval $watch size=8
collect $bt
collect $watch_addr
collect $watch val
collect $watch prev val
end
EX T —AEE watch tracepoint, #it"1"HAEHEEWAABtNE, FIEHE
tracepoint & ZEiX/NshA watch tracepoint,

list get empty filp
trace 133
commands
teval $watch set addr=1
teval $watch size=4
teval $watch _start=&(f->f pos)
teval $watch size=8
teval $watch start=&(f->f op)
end
TEER¥ get_empty filp PE X —/NEIE tracepoint , FFFIEAM £>f pos 1 £
>f op.,

trace file sb list del
commands
teval $watch stop=&(file->f pos)
teval $watch stop=&(file->f op)
end
1ER ¥ file sb list del FEX—EIE tracepoint , H¥ =1k W1 file->f pos # file-
>f op.
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{# /i while-stepping it Linux j#Zf##
747

¥5 £ while-stepping HI#£ R4 X86 #1X86_64 X3,

I 4A1E A while-stepping HfI3M http://www.codepark.us/a/12,

n{a{# f while-stepping

while-stepping 2 —# ] A 2E actions 4§54 tracepoint action,

W—A actions AL T “while-stepping n” [ tracepoint FUTHIEHE , ¥ in k&
#3117 while-stepping i actions, B0 :

trace vfs read
#ERANBRSSHMAGRE , FTA&IFA passcount 5t% condition [Rl
tracepoint FIHITIREL,
passcount 1
actions
collect $bt
collect $step count
#2000 B,
while-stepping 2000
# TN EXERS 2 "while-stepping 2000"#] actions,
#E AR SR RESPITEIHAMREL , T AGRIFAE AR /ST E,
collect $bt
collect $step count
end
end
& /& tracepoint ZEPITESHEHES XTI YAT CPU F M. #£ actions Fijija]
$step_count ¥1FEI M 1 FFIARXEHITER.
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& while-stepping i traceframe

R[E step BIEK A HICREIARFEM traceframe &, #Re] LA tfind (A tind %4%
trace MR fF BHEIKIZLE ) GeHFAh],

B ERAT L KGTP Y2 | 3i%E |, 1X4#¥ GDB ] URBTH R [0 $4T 6 5 HF — 1

while-stepping tracepoint f{] traceframe. %20 :

A tfind 13— while-stepping i) traceframe,

(gdb) tfind

Found trace frame 0, tracepoint 1

#0 vfs read (file=0xffff8801f7bd4c00, buf=0x7fff74e4edb0

<Address 0x7fff74e4edb0 out of bounds>, count=16,
pos=0xffff8801f4b45f48) at /build/buildd/linux-

3.2.0/fs/read write.c:365

365 {

TEARGSH Y KGTP 2R BiE,

(gdb) monitor replay

(gdb) tfind -1

No longer looking at any trace frame

#0 vfs read (file=0xffff8801f7bd4c00, buf=0x7fff74e4edb0

<Address 0x7fff74e4edb0 out of bounds>, count=16,
pos=0xffff8801f4b45f48) at /build/buildd/linux-

3.2.0/fs/read write.c:365

365 {
TRAAERRITES.
(gdb) n
368 if (!(file->f mode & FMODE READ))
(gdb) p file->f mode
$5 =3

REM R (RERBEXTEY ., A< InF) Linux RAZHRIT).
(gdb) b 375
Breakpoint 2 at Oxffffffff81179b75: file /build/buildd/linux-
3.2.0/fs/read write.c, line 375.
(gdb) ¢
Continuing.

Breakpoint 2, vfs read (file=0xffff8801f7bd4c00,
buf=0x7fff74e4edb0 <Address 0x7fff74e4edb0 out of bounds>,
count=16,

pos=0xffff8801f4b45f48) at /build/buildd/linux-
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3.2.0/fs/read write.c:375
375 ret = rw_verify area(READ, file, pos, count);
(gdb) s
rw_verify area (read write=0, file=0xffff8801f7bd4c00,
ppos=0xffff8801f4b45f48, count=16)

at /build/buildd/linux-3.2.0/fs/read write.c:300
300 inode = file->f path.dentry->d inode;

ERREITES,
(gdb) rs

Breakpoint 2, vfs read (file=0x{fff8801f7bd4c00,
buf=0x7fff74e4edb0 <Address 0x7fff74e4edb0 out of bounds=>,
count=16,

pos=0xffff8801f4b45f48) at /build/buildd/linux-
3.2.0/fs/read write.c:375

375 ret = rw _verify area(READ, file, pos, count);
(gdb) rn
372 if (unlikely(!access ok(VERIFY WRITE, buf, count)))

GDB 454 tstart , tstop , tfind 2k quit AL B sh< A EIHAE.
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T BRI LI E EE
A GDB £ XHFHHER
inode has been optimized out of existence.

res has been optimized out of existence.

XER A inode M res KREHKMAIET . RAZA-02 JiiF i ATRAIRA B SRR AN AL,
B FIEL XA R

&R GCC

VTA branch http://gcc.gnu.org/wiki/Var Tracking Assignments E4#513 GCC
4.5 , HAJAFBIAE A2 BI#EARC A "optimized out"ERIFAIEE.
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B AT LR AREE IR S M I ERN T A

BMEFRT GCC , RATREELIBEINM, TERRRWIRESFHRFIER GCCIRAIERE
BHENREEEF. B GDB REER RN A BH MM T .

{BYRATBAE I AT CARAFLERSX A A BAEBIH1E tracepoint actions A,

THEE—/MER¥ get_empty filp PFHRAE ""IH4E tracepoint actions {5 KI5
¥

A8 collect L fME , (BEEHCEWMMAIET .
(gdb) list get empty filp

137 INIT LIST HEAD(&f->f u.fu list);
138 atomic_long set(&f->f count, 1);
139 rwlock_init(&f~->f owner.lock);
140 spin_lock_init(&f->f lock);

141 eventpoll init file(f);

(gdb)

142 /* f->f version: 0 */

143 return f;

(gdb) trace 143

Tracepoint 1 at Oxffffffff8119b30e: file fs/file table.c, line 143.
(gdb) actions

Enter actions for tracepoint 1, one per line.

End with a line saying just "end".

>collect f

‘f is optimized away and cannot be collected.

IMAEA"disassemble /m" a5 £EU G " "B K CIm ARG A AT (AT,
(gdb) disassemble /m get empty filp

125 f = kmem cache zalloc(filp_cachep, GFP KERNEL);
126 if (unlikely('f))
Oxffffffff8119b28c <+92>: test %rax,%rax
Oxffffffff8119b292 <+98>: je Oxffffffff8119b362
<get empty filp+306>

127 return ERR PTR(-ENOMEM);

OXfIFFF8119b362 <+306>: mov  $OXFFFFITI4, %rax
OxfFFffF8119b369 <+313>: jmp OxfFATFF8119b311

<get empty filp+225>
KA"+98"2"+132"HKIIBHE AT inline ERFUFTLURBEXER/R , BERATRA
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Fi"disassemble get empty filp"Bf54th1].

Oxffffffff8119b287 <+87>: callq Oxffffffff81181cb0
<kmem cache alloc>
Oxffffffff8119b28c <+92>: test %rax,%rax
Oxffffffff8119b28f <+95>: mov %rax,%rbx
Oxffffffff8119b292 <+98>: je Oxffffffff8119b362
<get empty filp+306>
OxfTffffff8119b298 <+104>: mov 0xb4d406(%rip),%edx #
Oxffffffff81ce86a4 <percpu counter batch>
Oxffffffff8119b29e <+110>: mov $0x1,%esi
Oxffffffff8119b2a3 <+115>: mov $O0xffffffff81c05340,%rdi
---Type <return> to continue, or q <return> to quit---
OXfIfffff8119b2aa <+122>: callq Oxfffff8130dd20
< percpu counter add>
tE?E‘}E;ﬁﬁﬁEWT\FIuE@J kmem_cache_alloc iR [E{E7ES$Tax F , HRMEHIREER]T
$rbx

ALK$rbx F'I"HUE , LB BH AR TR,

128
129 percpu_counter inc(&nr files);
130 f~>f cred = get cred(cred);

OXFFFF8119b2b4 <+132>: mov %r12,0x70(%rbx)
RE—MER FTEF . ICRARERE$T12 KHERIRA$rbx AERMIKINEF+ . Hik
$rbx HiLkE"f",

131 error = security file alloc(f);
Oxffffffff8119b2b8 <+136>: mov %rbx,%rdi
Oxffffffff8119b2bb <+139>: callq Oxffffffff8128ee30

<security file alloc>

132 if (unlikely(error)) {
Oxffffffff8119b2c0 <+144>: test %eax,%eax
Oxffffffff8119b2c2 <+146>: jne Oxffffffff8119b36b
<get empty filp+315>
---Type <return> to continue, or q <return> to quit---

133 file free(f);

134 return ERR PTR(error);
Oxffffffff8119b393 <+355>: movslq -0x14(%rbp),%rax
Oxffffffff8119b397 <+359>: jmpq Oxffffffff8119b311

<get empty filp+225>

135 }
136
137 INIT LIST HEAD(&F->Ff u.fu list);
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138 atomic _long set(&f->f count, 1);
139 rwlock_init(&f->f owner.lock);
Oxffffffff8119b2e4 <+180>: movl $0x100000,0x50(%rbx)

140 spin_lock init(&f->f lock);
OxfTffffff8119b2c8 <+152>: xor %eax,%eax
Oxffffffff8119b2d1 <+161>: mov %ax,0x30(%rbx)

141 eventpoll init file(f);
142 /* f->f version: 0 */
143 return f;

Oxfiffffff8119b30e <+222>: mov %rbx,%rax
ERE T HMICWAE , RATASE $rbx mig"f",

T2 RE]PAFE tracepoint actions @i iR $rbx MR " , 5140 :

(gdb) trace 143

Tracepoint 1 at Oxffffffff8119b30e: file fs/file table.c, line 143.
(gdb) actions

Enter actions for tracepoint 1, one per line.
End with a line saying just "end".
#collect f

>collect $rbx

#collect *f

>collect *((struct file *)$rbx)

#collect f->f op

>collect ((struct file *)$rbx)->f op

>end
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AT ER A= R ERFE FTTE ) O RRIEX
I REHHEEHR RIS

YRETPAE# collect sXAMFEST , 40 -

377 count = ret;

378 if (file->f op->read)

379 ret = file->f op->read(file, buf, count, pos);
(gdb)

(gdb) trace 379

Tracepoint 1 at Oxffffffff81173ba5: file
/home/teawater/kernel/linux/fs/read write.c, line 379.
(gdb) actions

Enter actions for tracepoint 1, one per line.

End with a line saying just "end".

>collect file->f op->read

>end

(gdb) tstart

(gdb) tstop

(gdb) tfind

(gdb) p file->f op->read

$5 = (ssize t (*)(struct file *, char *, size t, loff t *))
Oxffffffff81173190 <do sync read>

#T 2 AN file->f op->read &[A do _sync read,
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AMRRIFEETANIE T

A PLA tracepoint step 4MEIXANaE)E , Fi0 :

#TREARTES 1S4

(gdb) disassemble /rm vfs read

379 ret = file->f op->read(file, buf, count, pos);
Oxffffffff81173ba5 <+181>: 48 89 da mov  %rbx,%rdx
OxfTffffff81173ba8 <+184>: 4c 89 e9 mov  %rl3,%rcx
Oxffffffff81173bab <+187>: 4c 89 e6 mov  %rl2,%rsi
Oxffffffff81173bae <+190>: 4c 89 f7 mov  %rl14,%rdi
Oxffffffff81173bbl <+193>: ffd0 callq *%rax
Oxffffffff81173bb3 <+195>: 48 89 c3 mov  %rax,%rbx

(gdb) trace *Oxffffffff81173bbl1

Tracepoint 1 at Oxffffffff81173bb1: file

/home/teawater/kernel/linux/fs/read write.c, line 379.

(gdb) actions

Enter actions for tracepoint 1, one per line.

End with a line saying just "end".

>while-stepping 1

>collect $reg
>end

>end

(gdb) tstart

(gdb) tstop

(gdb) tfind

#0 tty read (file=0xffff88006ca74900, buf=0xb6b7dc <Address

Oxb6b7dc out of bounds>, count=8176,
ppos=0xffff88006e197f48) at

/home/teawater/kernel/linux/drivers/tty/tty io.c:960

960 A

#T 2 HANIE file->f op->read &[] tty read,

g J£2 while-stepping ¥k tracepoint ~8E{# F kprobes-optimization,
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/sys/kernel/debug/gtpframe 134

\ ‘

L

/sys/kernel/debug/gtpframe £ — 4 KGTP {= 1A} tfind 4=, (GDB AJBUZEE)
AIEE.

11217 GDB £ L :
MAF "target remote XXXX" A :
(gdb) target remote | perl ./getgtprsp.pl

Z At —#A% B tracepoint :

(gdb) trace vfs readdir

Tracepoint 1 at Oxffffffff8114f3cO0: file /home/teawater/kernel/linux-
2.6/fs/readdir.c, line 24.

(gdb) actions

Enter actions for tracepoint 1, one per line.

End with a line saying just "end".

#If your GDB support tracepoint "printf" (see "Howto use tracepoint
printf"), use it to show the value directly is better.

>collect $reg

>end

(gdb) tstart

(gdb) stop

(gdb) quit

F 2R IE 481 B RHE S gtpstart # gtpstop |, 18413 NEVRABEK K TN L.

EWA TN L | F3E L KGTP BRFHFEF "putgtprsp" " gtp. ko "EX & 4la% L.
insmod gtp.ko Z J5 :

J23f tracepoint :

J/putgtprsp ./gtpstart
=1k tracepoint :

/putgtprsp ./gtpstop

AT RRANMALLE tracepoint B M MR HEERF EBRER.

WNRE{RFF trace iz JFEHT , RA] U DI 4" /sys/kernel/debug/gtpframe" 1|5
GDB fE#.L.

R AL cp" NRERIFRILIEIX A NE)E , ATRAA"cat /sys/kernel/debug/gtpframe
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> ./gtpframe"#£I1E.
#1217 GDB EM £ :
(gdb) target tfile ./gtpframe
Tracepoint 1 at Oxffffffff8114f3dc: file /home/teawater/kernel/linux-
2.6/fs/readdir.c, line 24.
Created tracepoint 1 for target's tracepoint 1 at Oxffffffff8114f3cO0.
(gdb) tfind
Found trace frame 0, tracepoint 1
#0 vfs readdir (file=0xffff880036e8f300, filler=0x(ffffffff8114f240
<filldir>, buf=0xffff880001e5bf38)
at /home/teawater/kernel/linux-2.6/fs/readdir.c:24
24 {

5 AR MRFBEFEAELARNENEFET L GDB 1%E# KGTP |, {REEEH
B"nc"zgj"rmmod gtp"#1"insmod gtp.ko",
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PURCIREISE
/sys/kernel/debug/gtpframe pipe

XA O "gtpframe" RHFA¥IE , B2 FTA7E KGTP tracepoint i54THES & A]
PMER. RS G, B3 trace R MR ftrace "trace pipe",

F GDBI1Zii{5&

#EFE RO L
(gdb) target tfile /sys/kernel/debug/gtpframe pipe
#EF— trace sk B
(gdb) tfind 0
Found trace frame 0, tracepoint 1
#BS T
(gdb) tfind
Target failed to find requested trace frame.
(gdb) tfind 0
Found trace frame 0, tracepoint 1
XA A AR python —i2 2 #NAZELEREF , add-ons/hotcode.py FiE X AFHBIF .
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H cat iz 8
sudo cat /sys/kernel/debug/gtpframe pipe > g
TRABWSEEMEFNT L "g",
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H getframe {5
KGTP B8&—"getframe" 7] DLk #EEHES trace P,
THEHXEZErHE

getframe -h

Get the trace frame of KGTP and save them in current

directory with tfile format.
Usage: ./getframe [option]

-gn Set the minimum free size limit to n G.
When free size of current disk is smaller than n G,
J/getframe will exit (-q) or wait some seconds (-w).
The default value of it is 2 G.

-q Quit when current disk is smaller than
minimum free size limit (-g).

-wn Wait n seconds when current disk is smaller
than minimum free size limit (-g).

-en Set the entry number of each tfile to n.
The default value of it is 1000.

-h Display this information.
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{# f $pipe_trace
KT BiZE , KGTP BHA¥% B 5hZmEiE/sys/kernel/debug/gtpframe pipe TS .
%%fﬁﬁ?ﬁ% trace XMEFMAMEXELEH , RO]UER "tstart" Z §i{E A T EHKS

>

(gdb) tvariable $pipe trace=1
T2 KGTP ¥4 B 2Rr&%E/sys/kernel/debug/gtpframe pipe H{E%.
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MAFEF—kFEH KGTP

KGTP AJAFERME LA FREFFRIE LU , WiRINAFA trace XN AEFEFF .

1 GDB Avi[a) | A2 iEE KGTP
1) 7 TR (AR FBAFHIER THTFF GDB.

2) tNRAFREFERYIIETT , NEA GDB @34 "target extended-remote
/sys/kernel/debug/gtp" i%#: KGTP, #1RAFEFEITETREEN L, NEHAZE 20
£ GDB fomf2 £ E A EBERBER "target remote" ik "target extended-

remote",

3) %}iﬁ GDB &4 "file" JRFAFTEF (HAEImFRHEIEIN GCC 28" -g" RIEHB R
(ELSVE
4) i GDB 44 "attach pid" 3k attach _E task f¢ pid.

Rtk GDB Jnvjiia) i FFEFFmiEsE KGTP KPP HRE R ¢

sudo gdb-release

(gdb) target extended-remote /sys/kernel/debug/gtp

Remote debugging using /sys/kernel/debug/gtp

0x00000000 in ?? ()

(gdb) file a.out

A program is being debugged already.

Are you sure you want to change the file? (yorn)y

Reading symbols from /home/teawater/kernel/kgtp/a.out...done.
(gdb) attach 15412

A program is being debugged already. Kill it? (yorn)y
Attaching to program: /home/teawater/kernel/kgtp/a.out, Remote
target

# —LhRAH) GDB "[RE< i3l internal-error , EREIZ "n" K2R,
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HIFZRA FREFRNNG

1£ GDB attach B P2 aZhfE , #RTLAR GDB 454 "p"f1"x"i[a)E)X 4 task KINTE.
#RAT LA GDB 654 "help p"fl"help x"E{SXF N an 40N, Bian

(gdb) pc

$19 = 4460

(gdb) p &c

$21 = (int *) 0x601048 <c>

(gdb) x 0x601048

0x601048 <c>: 0x00001181,

83



Trace A FFEF

KGTP A Linux N1#%ZhEE uprobes 3k trace F§ ~f2F , R A Linux N#% 3.9 & FHTHR
AT FFXAINEE,

KERSY Linux &AThRAT(E FBENAZ (3.9 & B HTIRA) YR Ef T 7 uprobes .
WMRE B ImFNNZ :

Kernel hacking --->
[*] Tracers --->
[*] Enable uprobes-based dynamic events

MR YH] Linux NAZA uprobes 21TF /I , A[RAFE attach £ FF2F/51RHE GDB
tracepoint % & tracepoint, 0 :

(gdb) trace 14

Tracepoint 1 at 0x400662: file /home/teawater/kernel/kgtp-
misc/test.c, line 14.

(gdb) actions

Enter actions for tracepoint 1, one per line.

End with a line saying just "end".

>collect $bt

>collect c

>end

(gdb) tstart

(gdb) tstatus

Trace is running on the target.

Collected 5 trace frames.

Trace buffer has 20824428 bytes of 20828160 bytes free (0% full).
Trace will stop if GDB disconnects.

Not looking at any trace frame.

(gdb) tstop

(gdb) tfind

Found trace frame 0, tracepoint 1

#0 main (argc=1, argv=0x7fff5e878368, envp=0x7fff5e878378)
at /home/teawater/kernel/kgtp-misc/test.c:14

14 c+=1;

(gdb) bt

#0 main (argc=1, argv=0x7fff5e878368, envp=0x7fff5e878378)
at /home/teawater/kernel/kgtp-misc/test.c:14

(gdb) p c

$7 = 36

BEERMEMRR attach 7—4task , Fi /)2 tracepoint &£1EXA A AR FHFTA task £

k. FKIAKHIXZ uprobes H—NMEEBHEFE , FTRAFRIZFE KGTP tracepoint #
XEFHATIR S, )

84



KA AZE tracepoint conditions #IENXf$current task pid I ERLL tracepoint
RAEXE task _E#fdAa. TEMRBIFRGE —MRE R TE task 985 Ltk tracepoint _Ef)4)
< :

(gdb) trace 14

Tracepoint 1 at 0x400662: file /home/teawater/kernel/kgtp-
misc/test.c, line 14.

(gdb) condition $bpnum ($current task pid == 985)

[EIEF{RIE ] PAFE tracepoint actions F3%/0"collect $current task pid"SkafEHR4
task fih&k 7 X4 tracepoint. %40 :

(gdb) trace 14

Tracepoint 2 at 0x400662: file /home/teawater/kernel/kgtp-
misc/test.c, line 14.

(gdb) actions

Enter actions for tracepoint 2, one per line.

End with a line saying just "end".

>collect $current task pid

>collect c

>end

(gdb) tstart

(gdb) tstatus

Trace is running on the target.

Collected 6 trace frames.

Trace buffer has 20827776 bytes of 20828160 bytes free (0% full).
Trace will stop if GDB disconnects.

Not looking at any trace frame.

(gdb) tstop

(gdb) tfind

Found trace frame 0, tracepoint 2

#0 main (argc=<unavailable>, argv=<unavailable>,
envp=<unavailable>) at /home/teawater/kernel/kgtp-misc/test.c:14

14 c+=1;

(gdb) p $current task pid

$2 = 9983

(gdb) tfind

Found trace frame 1, tracepoint 2
14 c+=1;

(gdb) p $current task pid

$3 = 9982

(gdb)
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1£ tracepoint WE A5 AN NZE B R EHNHR (S
B (F] A2k % backtrace)

$current E— Mk trace WL E, Y— tracepoint i action [R)EHKIEZ |,
tracepoint ¥ 477 task FFRFNTFEMAENZFRE.

—f&kin, , tracepoint &t task pt_regs B EFFeME., T 21 tracepoint
actions 7 collect $current ¥t tracepoint V8] 24 Fj task, /40 :

(gdb) actions

Enter actions for tracepoint 1, one per line.
End with a line saying just "end".

>collect $current

>collect $bt

>end

AN | s 3 —ses b m A TER AT TASK Z 7S e 50k eR B (F14n : X86 i do IRQ
ER%K) , tracepoint ZEMRBKS TS FTEHR/EE. NWEREFSHE $current Fik
tracepoint 52IE. 40 :

(gdb) actions

Enter actions for tracepoint 1, one per line.
End with a line saying just "end".

>teval $current=(uint64 t)regs

>collect $bt

>end

$current_task_user E—/MF5k trace )KL E. Y4 current task 7 user RIS

& , HNEMNE.
FXEA trace KAEAE |, ZaT AR KGTP W& 2 Rtk (=2 (7] A Skt

backtrace),
TEXAMBF B WA FEE Linux iz Zf% backtrace(stack dump) :

#1%E¥ KGTP(M_E—T N B FAIEAER)

(gdb) target extended-remote /sys/kernel/debug/gtp

#RE —MREHRTE 18776 B FE ) tracepoint,

(gdb) trace vfs read

Tracepoint 1 at Oxffffffff8117a3d0: file
/home/teawater/kernel/linux/fs/read write.c, line 365.

(gdb) condition 1 ($current task user && $current task pid ==
18776)

(gdb) actions

Enter actions for tracepoint 1, one per line.

End with a line saying just "end".

>collect $current

>collect $bt

>end

#Setup a tracepoint that collect kernel space stack of task 18776.
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#IRE — M EFFE 18776 HINAZAM tracepoint,

(gdb) trace vfs read

Note: breakpoint 1 also set at pc Oxffffffff8117a3d0.

Tracepoint 2 at Oxffffffff8117a3dO: file
/home/teawater/kernel/linux/fs/read write.c, line 365.

(gdb) condition 2 ($current task user && $current task pid ==
18776)

(gdb) actions

Enter actions for tracepoint 2, one per line.

End with a line saying just "end".

>collect $bt

>end

(gdb) tstart

(gdb) tstop

# NEXERM_LE—T5HE , EIN—HFK inferior Rka TN AFREFHRER.
(gdb) add-inferior

Added inferior 2

(gdb) inferior 2

[Switching to inferior 2 [<null>] (<noexec>)]

(gdb) file gdb

Reading symbols from /usr/local/bin/gdb...done.

(gdb) attach 18776

#tracepoint 1 WET A FRERER.

(gdb) tfind

Found trace frame 0, tracepoint 1

#0 0x00007f77331d7d0f in _read nocancel () from /lib/x86 64-
linux-gnu/libpthread.so.0

#XEFEF 18776 AP ZE/ backtrace,

(gdb) bt

#0 0x00007f77331d7d0f in __read nocancel () from /lib/x86 64-
linux-gnu/libpthread.so.0

#1 0x000000000078e145 in rl callback read char () at
../../src/readline/callback.c:201

#2 0x000000000069de79 in rl_callback read char wrapper
(client data=<optimized out>) at ../../src/gdb/event-top.c:169
#3 0x000000000069ccf8 in process event () at ../../src/gdb/event-
loop.c:401

#4 process event () at ../../src/gdb/event-loop.c:351

#5 0x000000000069d448 in gdb do one event () at
../../src/gdb/event-loop.c:465

#6 0x000000000069d5d5 in start event loop () at
../../src/gdb/event-loop.c:490

#7 0x0000000000697083 in captured command loop
(data=<optimized out>) at ../../src/gdb/main.c:226

#8 0x0000000000695d8b in catch_errors (func=0x697070
<captured command loop>, func args=0x0, errstring=0x14df99e

’mask=6) at ../../src/gdb/exceptions.c:546
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#9 0x00000000006979¢e6 in captured main (data=<optimized
out>) at ../../src/gdb/main.c:1001
#10 0x0000000000695d8b in catch errors (func=0x697360
<captured _main>,
func@entry=<error reading variable: PC not available>,
func args=0x7fff08afd5b0,
func args@entry=<error reading variable: PC not available>,
errstring=<unavailable>,
errstring@entry=<error reading variable: PC not available>,
mask=<unavailable>,
mask@entry=<error reading variable: PC not available>) at
../../src/gdb/exceptions.c:546
#11 <unavailable> in ?? ()
Backtrace stopped: not enough registers or memory available to
unwind further
#téacepoint 2WET RZTEMA , FTAZYI#E] inferior 1 3&EPNIZAR
158
(gdb) tfind
Found trace frame 1, tracepoint 2
#0 Oxffffffff8117a3d0 in ?? ()
(gdb) inferior 1
[Switching to inferior 1 [Remote target]
(/home/teawater/kernel/b/vmlinux)]
[Switching to thread 1 (Remote target)]
#0 vfs read (file=0xffff88021a559500, buf=0x7fff08afd31f
<Address 0x7fff08afd31f out of bounds>, count=1,
pos=0xffff8800c47e1f48) at
/home/teawater/kernel/linux/fs/read write.c:365
365 {
#XERNIZEM backtrace,
(gdb) bt
#0 vfs read (file=0xffff88021a559500, buf=0x7fff08afd31f
<Address 0x7fff08afd31f out of bounds>, count=1,
pos=0xffff8800c47e1f48) at
/home/teawater/kernel/linux/fs/read write.c:365
#1 Oxffffffff8117a59a in sys read (fd=<optimized out>,
buf=0x7fff08afd31f <Address 0x7fff08afd31f out of bounds>,
count=1) at /home/teawater/kernel/linux/fs/read write.c:469
#2 <signal handler called>
#3 0x00007f77331d7d10 in ?? ()
#4 0x0000000000000000 in ?? ()
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{7 {# F§ add-ons/hotcode.py

XAHAFT PUB T ICR I AT B AL IR ER 1S PC E M52 Linux kernel 5t H
FERFRR R,

&% http://code.google.com/p/kgtp/wiki/hotcode EFEHAFERE.
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NI A C ERidE A+

KGTP 3 35H C BfhfF , It 4miE R LKM,
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API

#include "gtp.h"
XEBHHENES APISIH.

extern int gtp plugin mod register(struct module *mod);
extern int gtp plugin mod unregister(struct module *mod);

&Ig/;g%&/zﬂﬁﬂ JESHTREE AR, XBE KGTP o] PATEVA RIS R A IS8 N HL A
S| vTE T

extern struct gtp var *gtp plugin var add(char *name, int64 t val,
struct gtp var hooks *hooks);
XA RIS N4k trace RESZEE KGTP,
« name 5% trace IKETER L F.
*  val 5% trace REZXENVIIAE.
* hooks R¥Fast. MFXNINBEARSHF , EREBFEETHRE N NULL,

« IR[EME FTNIR[E gtp varfgst. KMUR[EA IS ERR A PTR_ERR 7] AAMER4E
b0,

struct gtp var hooks {

int  (*gdb_set val)(struct gtp trace s *unused, struct gtp var
*var,

inté4 t val);

int  (*gdb_get val)(struct gtp trace s *unused, struct gtp var
*var,

int64 t *val);
int  (*agent set val)(struct gtp trace s *gts, struct gtp var

*var,
int64 t val);
int  (*agent get val)(struct gtp trace s *gts, struct gtp var
*var,
int64 t *val);
}

- gdb_set_val £ GDB & & TSV EMEHEER , 38§ /& TSV R &E# GDB

4 "tvariable $xxx=1"®%EMA XA GDB %4 "tstart"(IHEA 21 &2
KGTP,

o unused ETLAM , RAXRKILXANFES ] AK agent set val HZ k%K,

o var Z¥8M gtp var f{KFEst , TRYUZ A TSV HZ—/eR¥aE | XAMET]
PLRSRFIERRA TSV #3387 .

o val 2 GDBXEkMH1E.,
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o IR[EE fEREE-1, EAIRE O,

« gdb_get_val £ GDB B TSV {EIE#ER. 78 /F& B TSV EIMEE TSV A
B , REEAIHMEESEEN KGTP BE , FHEVER GDB 64-Flila— N i
GDB NEPAE—HE, 640 - "p $xxx",

unused 1 gdb set val {fEfB#H[E].
var 1 gdb_set val {fEfB#H[E].

val F>kik [E{EMITEST .

1% [6]{H # gdb_set_val YER#EA.

- agent_set val 7£ tracepoint action(teval exprl, expr2, ...)i%& TSV bt
A,

o gts 275 tracepoint & ELEMFEST.
o var #l gdb set val fEF#H[E].

o val action XEHE.

o IR[E{E M gdb_set val fEFAR[EL,

+ agent _get val will be called when tracepoint action(collect exprl,
expr2, ...8%# teval exprl, expr2, ...) get the TSV.

o gts #l agent_set val fEfA#[E.
o var #l gdb set val fEF#EE.

o val #1gdb get val {EfB#H[E].

o JR[EE Fgdb_set val fEFAAME.

o

o

(¢]

(¢]

extern int gtp plugin var del(struct gtp var *var);
% rmmod FRAIERAEE | XA REMIER gtp_plugin_var add &M TSV,
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-

KGTP BXE M plugin example.c & KGTP plugin 5+ , a]PAFA"make P=1"H#%
diFHE. M4 TSV 2| KGTP H,

+  S$testl (T AR,
+  $test2 #FH GDB 5% tracepoint action 15,

«  S$test3 A FFtracepoint action§ , HxE—MEFIEEMEHE , EHREXA
EX NS FHFTENE K. Hl20 "teval $test3=(int64_t)$rip".

s $test4d R HFtracepoint action § , LXK B EHRIEEREFTEN Y] tracepoint
HE S,
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LURCIREREE
« R KGTP &3k 20fAliL GDB %4 KGTP
* insmod plugin example.ko
* 1L GDB % L KGTP H#{FEHH.

« W GDB. 215 GDB M Ffif{E A 24 |F tracepoint FHNEMIRE AFTH , WK
BHARMA.

« rmmod plugin example.ko
5 AR KGTP XFMAZ/MaEH.
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anqAT {5 R RE T ER 2%

MEREVTE S B ABB NI CPU # B RUSTIAIE E T Fas. XUT e X —Lerg F =4t it
W BanFESBITEE |, cachemisses ¥ E , TN LM% , MEXE ARSIV A
ﬂf?ﬁ%Wi‘Z’}?’f&Eﬁo RO B EA—ENERIRAEERT |, X ARR A EE
CPU _EHITFEFFEIMERE.

Linux MEEIT s F 750 perf event o] LASKEV S HEET =SB, #RA]AFE KGTP perf
event trace JKEZEV A XLEE.,

THZNZE K EM tools/perf/design.txt L4EETE perf event HE L5 2.
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E N — perf event trace KX TT =

iE— AR S B T trace KELE
'pe_cpu_"+tv_name X MHEBEITEERA CPU ID,
"pe_type "+tv_name  EXMBEITEESREEY,
"pe_config "+tv_name TEMXMBEITHAHNECE.
"pe_en_"+tv_name RE X MEREI TR BB TR,

EABE I T HEREVTEES B R},

"pe val "+tv name TIEX N ERER SRR TS A,
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£ X — per_cpu perf event trace K ST E
X — per_cpu perf event trace KA EH Per_cpu trace IKEFE—H¥,

p _pe "+perf event type+string+CPU id
B R MREN— per cpu perf event trace IKEEZE , MAFE/EEN cpu
id("pe cpu")A} KGTP 248§ T CPUK ID,
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perf event KZEE AL E
KRIETRLRZ -

H.Eﬁ

]

LIPS

PR WN~RS B ORWN~D

nRIEZ 3(PERF_TYPE_HW_CACHE) , EkER A 380 © 55—

PERF TYPE HARDWARE
PERF TYPE SOFTWARE
PERF TYPE TRACEPOINT
PERF TYPE HW CACHE
PERF TYPE RAW

PERF TYPE BREAKPOINT

2 O(PERF TYPE HARDWARE) , FECETTAR :

PERF COUNT HW CPU CYCLES

PERF COUNT HW INSTRUCTIONS

PERF COUNT HW CACHE REFERENCES
PERF COUNT HW CACHE MISSES

PERF COUNT HW BRANCH INSTRUCTIONS
PERF COUNT HW BRANCH MISSES

PERF COUNT HW BUS CYCLES

PERF COUNT HW STALLED CYCLES FRONTEND

PERF COUNT HW STALLED CYCLES BACKEND

id , HERBHREENEEE << 0 :

OR WNh~=O

PERF COUNT HW CACHE L1D
PERF COUNT HW CACHE L1I
PERF COUNT HW CACHE LL
PERF COUNT HW CACHE DTLB
PERF COUNT HW CACHE ITLB
PERF COUNT HW CACHE BPU

FE_E4 52 cache op id , HEREHACEMIHERE << 8:

0
1
2

BE=EpAE

0
1

W RARAEES

PERF COUNT HW CACHE OP READ
PERF COUNT HW CACHE OP WRITE
PERF COUNT HW CACHE OP PREFETCH

cache op result id , EEIRBEHILBEHKIHEEE << 16 :

PERF COUNT HW CACHE RESULT ACCESS
PERF COUNT HW CACHE RESULT MISS

PERF COUNT HW CACHE L1I(1),

PERF COUNT HW CACHE OP WRITE(1) and
PERF COUNT HW CACHE RESULT MISS(1){rEE# :
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(gdb) tvariable $pe config cache=1 | (1 << 8) | (1 << 16)

N1z B X+ K tools/perf/design.txt £ X T perf event KZEEVFACE .
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F$p_pe enITFFxF—4 CPU _LfEH perf event

FKIANFER G — B ARSI RE TS B L B IF A N AR FE R BT S T H s TR 25 R )
BHE XS . R A "pe en"REM] , (ERINRIFRBE L1 perf event trace K&
FEHER , XH¥4it tracepoint action B K. $p pe en FEAIBXFhAIFM, FRA]
PAFTFFATE perf event trace IRESTEEYFT CPU LA FHMK action :

>teval $p pe en=1

RE$p pe_en A 0 KA,
>teval $p pe en=0
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F Sk 55 Bhi% B F1EL 1S perf event trace KX A 21 GDB
iislEi

THEXA GDB HAENT 2 N4 dpe # spe SkFBE X B /R perf event trace RS
TE,
WTU&EMIW?E / gdbinit HEIRBC K tracepoint &S, FTE4RELA]ASE GDB
BHIEFEAX 2 M4
define dpe
if ($argc < 2)
printf "Usage: dpe pe type pe config [enable]\n"
end
if ($argc >= 2)
eval "tvariable $p pe val %d%d c",$arg0, $argl
eval "tvariable $p pe en %d%d c",$arg0, $argl
set $tmp=0
while $tmp<$cpu number
eval "tvariable $p pe type %d%d c%d=%d",$arg0, $argl, $tmp,
$arg0
eval "tvariable $p pe config %d%d c%d=%d",$arg0, $argl,
$tmp, $argl
eval "tvariable $p pe val %d%d c%d=0",$arg0, $argl, $tmp
if ($argc >= 3)
eval "tvariable $p pe en %d%d c%d=%d",$arg0, $argl, $tmp,
$arg2
end
set $tmp=%$tmp+1
end
end
end

document dpe
Usage: dpe pe type pe config [enable]
end

define spe
if ($argc != 2 && $argc = 3)
printf "Usage: spe pe type pe config [cpu_id]\n"
end
if ($argc == 2)
set $tmp=0
while $tmp<$cpu _number
eval "printf\"$p pe val %%d%%d c%%d=%%Ild\\n\",$argO0,
$argl, $tmp, $p _pe val %d%d c%d", $arg0, $argl, $tmp
set $tmp=%$tmp+1
end
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end
if ($argc == 3)
eval "printf\"$p pe val %%d%%d c%%d=%%ld\\n\",$arg0, $argl,
$tmp, $p pe val %d%d c%d", $arg0, $argl, $arg2
end
end

document spe
Usage: spe pe type pe config [cpu id]

end
TEE—NEEERE tcp v4 rov MAETEESHBIF
#1%% KGTP

(gdb) target remote /sys/kernel/debug/gtp
#E N 3/ perf event trace K EAZ =

PERF COUNT HW CPU CYCLES , PERF COUNT HW CACHE MIS
SES #1PERF COUNT HW BRANCH MISSES,
(gdb) dpe 0 0

(gdb) dpe 0 3

(gdb) dpe 0 5

#IERBITKFTIFXA CPU HIMEBER 785

(gdb) trace tcp v4 rcv

(gdb) action

>teval $p pe en=1

>end

#$kret 1.LIRANTTALIERIR % tep_v4_rev ILERE -
(gdb) trace *(tcp v4 rcv)

(gdb) action

>teval $kret=0

#RAXA CPU _LRIFTBE MR TEES

>teval $p pe en=0

#171[R)IXLE perf event trace KA EW S IHNE
>collect $p pe val 00 0

>collect $p pe val 03 0

>collect $p pe val 05 0

#IR B XL perf event trace KEZER 0

>teval $p pe val 00 0=0

>teval $p pe val 03 0=0

>teval $p pe val 05 0=0

>end

tstart

#E—L1M8N CPUW—E TCP A,

(gdb) tstop

(gdb) tfind

(gdb) spe 0 0 $cpu_id

$p pe val 00 2=12676

(gdb) spe 0 3 $cpu_id
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$p pe val 03 2=7
(gdb) spe 0 5 $cpu_id
$p pe val 05 2=97
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KGTP R /ER

= A {5,
1E

Linux N#%
MR AGENZE B MiFH

ZFEH KGTP , fRFEFTIF FEXLENIZEDR

General setup --->
[*] Kprobes

[*] Enable loadable module support --->

Kernel hacking --->
[*] Debug Filesystem
[*] Compile the kernel with debug info
AMRAFHT Linux N4z config KHEMIME , BEMIFRRINZ.
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N2 2 Android N

RIAM Android Linux N#% config MiZ A #% KGTP, B KGTP , REEHTH |
IXLEPAZEI

[*] Enable loadable module support --->

General setup --->
[*] Prompt for development and/or incomplete code/drivers
[*] Kprobes

Kernel hacking --->
[*] Debug Filesystem
[*] Compile the kernel with debug info

MRHRBT Linux N#% config MHEMIRE , 1§ ERIRIFIRANZ.
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IMRIRH RGN IZ2 A AThR BT )

HREBRE—L Linux AR AA.
Ubuntu

Zea Linux NAZA R S5 RRE R X
1) 3EMMAEREZE] Ubuntu JR%13k.
s EHATIRBRTHERNGLSAE M /etc/apt/sources.list.d/ddebs.list :

echo "deb http://ddebs.ubuntu.com $(Isb _release -cs) main restricted
universe multiverse" | |
sudo tee -a /etc/apt/sources.list.d/ddebs.list

o FEEINRA (KRBER alpha 5% betas) EERGAITIEMTEILIT :

echo "deb http://ddebs.ubuntu.com $(Isb _release -cs)-updates main
restricted universe multiverse
deb http://ddebs.ubuntu.com $(Isb _release -cs)-security main
restricted universe multiverse
deb http://ddebs.ubuntu.com $(Isb release -cs)-proposed main
restricted universe multiverse" | |
sudo tee -a /etc/apt/sources.list.d/ddebs.list

- SABEHELES key :

sudo apt-key adv --keyserver keyserver.ubuntu.com --recv-keys
428D7C01

1E1T

sudo apt-get update

2) 23 Linux NiZAH%
sudo apt-get install linux-image-$(uname -r)-dbgsym
F 2R AZE" fusr/lib/debug/boot/vmlinux-$(uname -r)"+%EIRNAZHREE % .

F AR UPEFNEERX—F R Linux WAZARGESE HEBH—IX.

2k Linux RAZARR GBS Z A
ANRFAPRAEFAL BRI |, § A T EX a4 2K Linux NAZRRER.

wget http://ddebs.ubuntu.com/pool/main/l/linux/linux-image-$(uname
-r)-dbgsym_$(dpkg -s linux-image-$(uname -r) | grep ~Version: | sed
's/Version: //') $(uname -i | sed 's/x86 64/amd64/').ddeb
sudo dpkg -i linux-image-$(uname -r)-dbgsym $(dpkg -s linux-image-
$(uname -r) | grep ~Version: | sed 's/Version: //')_$(uname -i | sed
's/x86 64/amd64/').ddeb

F AR BIREMRHEX N AEREEHNH—IX.
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RN

sudo apt-get install linux-headers-generic
B NIZIRS

WAL
REBERRE :
sudo apt-get install dpkg-dev

ER4FRAL,:

apt-get source linux-image-$(uname -r)
M 47T B RREINZIRBE R
XA B xE)"/build/buildd/"+.

EAHE
o TIIRILA :

sudo apt-get install linux-source

o fREYRIRED

sudo mkdir -p /build/buildd/
sudo tar vxjf /usr/src/linux-source-$(uname -r | sed 's/-.*//").tar.bz2
-C /build/buildd/
sudo rm -rf /build/buildd/linux-$(uname -r | sed 's/-*//")
sudo mv /build/buildd/linux-source-$(uname -r | sed 's/-*//")
/build/buildd/linux-$(uname -r | sed 's/-.*//")

E R YPIREFNIEX—H RENZIRNL SEBM—IX.
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Fedora

3 Linux NAZF 55 1%
FHATEMES

sudo debuginfo-install kernel

5E

sudo yum --enablerepo=fedora-debuginfo install kernel-debuginfo
T 2R PAFE" fusr/lib/debug/lib/modules/$(uname -r)/vmlinux"#Z|NIZFRE R
3 Linux NZFFR B

sudo yum install kernel-devel-$(uname -r)

B IR EHRERZEBZE , RAREREEMARX I 64,
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Hih AR5
FERER Linux WZEREE% A Linux NIZIEEE,
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€ Linux NAZ R4 21 EMEN

K% GDB M Linux NAZFa\E & ERGHIHEEFREEE |, FTRMERIERK Linux N
TR GG ZIFEERMN. FUESA KGTPH] , §EMEE.

B2AAFMTRE , BN 2 D FREME— R AR Linux ARG G ERN.

5 AR NRFMESE AT B Linux NAZDEREBERREEE T XN AE, BE
AN Linux R HIHE E AN Linux NAZHITIRIA G He]) g .
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LB Linux NAZAE 5 72

£ UBUNTU & , {RA]PAFE" /usr/lib/debug/boot/vmlinux-$(uname -r)"+%2|E .

1£ Fedora & , {RA]JBALE"/usr/lib/debug/lib/modules/$(uname -r)/vmlinux"#2|e.
MRARECIMFRINZ , NZGRFE B RPN vmlinux” 2R .
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{# Fi/proc/kallsyms
EIZ{TEE trace INZNAS L , AT EM G SIS sys_read M sys_write At :

sudo cat /proc/kallsyms | grep sys read

ffifff8117a520 T sys read

sudo cat /proc/kallsyms | grep sys write

ffiffff8117a5b0 T sys write
FR2IENFATLLEER sys_read gtk 2 OxfFFf8117a520 , sys_write fiib2
Oxffffffff8117a5b0,

Z JaFA1H GDB M Linux NiZEA 5%+ BT sys_read #l sys_write fitiit :

gdb ./vmlinux

(gdb) p sys read

$1 = {long int (unsigned int, char *, size t)} Oxffffffff8117a520

<sys read>

(gdb) p sys write

$2 = {long int (unsigned int, const char *, size t)} Oxffffffff8117a5b0
<sys write>

sys_read A sys_write filiE—#¥ , AT Linux NAZRR GRS E 1B,
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{# A linux_banner

sudo gdb ./vmlinux
(gdb) p linux_banner
$1 = "Linux version 3.4.0-rc4+ (teawater@teawater-Precision-
M4600) (gcc version 4.6.3 (GCC) ) #3 SMP Tue Apr 24 13:29:05 CST
2012\n"

linux_banner £ Linux %A% B RRNIZER.

2 Ja , 1R 1k GDB %#%| KGTP BMAAERE| KGTP EHFHXFTEN linux_banner,

(gdb) target remote /sys/kernel/debug/gtp

Remote debugging using /sys/kernel/debug/gtp

0x0000000000000000 in irq _stack _union ()

(gdb) p linux banner

$2 = "Linux version 3.4.0-rc4+ (teawater@teawater-Precision-

M4600) (gcc version 4.6.3 (GCC) ) #3 SMP Tue Apr 24 13:29:05 CST

2012\n"
X4 linux_banner £ KGTP 1E7£ trace NAZINIZEE , anR4HE , W) Linux NAZA
ARG EERN.
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L0318 Linux RZAE &S EM Linux NAZHITH
R 7]

£X86 32 I, B #fiF Linux Nz G 2 1F#A NMERNAEAIL Linux RFZRR4EE
BIhHE EF Linux NIZBUTEIIANE] |, T B AR # A Linux NAZE RS % 2 IERK.
XANEEZERRA

Processor type and features --->
(0x1000000) Physical address where the kernel is loaded
(0x100000) Alignment value to which kernel should be aligned

XS EHEARE. 15 32 "Physical address where the kernel is loaded" &
R ARSERCEMIRER , ROTRUBEE#E Z "PHYSICAL START" B EM1E.

] LB B % "Alignment value to which kernel should be aligned" #{E#1
"Physical address where the kernel is loaded" 4MEix /M a)dl,

XANEEA R X86_64.,
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1§ KGTP
18T http T% KGTP

5% https://github.com/teawater/kagtp/archive/master.zip BN 18 KGTP g H R4,

5% https://github.com/teawater/kgtp/archive/release.zip {48 KGTP &H A fhR
w,
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BT git T3 KGTP
TEASRALREIG KGTP MR
git clone https://github.com/teawater/kgtp.git

THEHRGSHILREE KGTP &/aHAMIRA
git clone https://github.com/teawater/kgtp.git -b release
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CALS

https://code.csdn.net/teawater/kgtp

https://www.qgitshell.com/teawater/kgtp/
https://git.oschina.net/teawater/kgtp
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il E KGTP

TEXES EE KGTP Makefile ERECE. AXMECE , KGTP ¥ B 3hHl YR RSN
—ikCYmiE,

KERNELDIR := /lib/modules/ uname -r /build

CROSS COMPILE :=
KERELDIR ®E T HE—HImERNZ , BABEAT , KGTP £ Y4 RIKNZ—IEImiE.,
B EE XINMEFNZAENZYFHEERTE linux-headers B , MAERNZERBER. N
o B R R EEmERIN AR,
CROSS _COMPILE #E&%%i¥ KGTP H4miFsaidi 4. B NIEAZIAmES.
ARCH Z1{KRLEM,

sk Z RO PUE T % KGTP B R B Makefile SRR EFPANNZ— R mFRA/RB+A
YmFzsdmis KGTP,
fign -

KERNELDIR := /home/teawater/kernel/bamd64

CROSS COMPILE :=x86 64-glibc std-

ARCH := x86 64
KERNELDIR % & /home/teawater/kernel/bamd64., Compiler #E&E X x86 64-
glibc std-gcc,
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miF KGTP

R

cd kgtp/
make
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?Jﬂt'ﬂ FERAL IR
E—lh“f' H&/T NEH (5120 Android) ¥ I —L4miF N FFEfF getmod 8¢ getframe
KSR, 828X 4R IFHERE R K gtp.ko.
EA TERGSLIE

cd kgtp/
make kgtp.ko

o 18R 7E Fedora _F18%)H 4415 2" /usr/bin/ld: cannot find -lc" , ‘A TEKRG S
%

sudo yum install glibc-static

«  M%F KGTP HIE2 |, 2nR—LTNEEARH Linux AR , A —L warning
— 'ﬁyf'u.&/T 1%4# warning 34 error, ExiEXL warning , FH TERKNG L
LN

cd kgtp/

make NO WARNING=1
B

cd kgtp/

export NO WARNING=1

make
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F— 450K T 4R 1F KGTP
KERSHE | KGTP L 564 IERBIOS MANFE FARAR0 Linux pork— 4%
{BRMBBRCE — LR , ATBURAG T IOl -

XA & , KGTP A B s T 4w 5em.,
make AUTO=0

Bax/AMEm , KGTP ¥4# Afa & frame #4 KGTP ring buffer,
f& 8 frame A X #F gtpframe pipe , EIER AEK KGTP,
make AUTO=0 FRAME SIMPLE=1

BixX/MEm |, $clock ¥R [A] rdtsc H{EMANE local clock,
make AUTO=0 CLOCK CYCLE=1

BxNEm , KGTP LA procfs &4 debugfs,
make AUTO=0 USE PROC=1

LEEA AT A —HeE M |, a0 -
make AUTO=0 FRAME _SIMPLE=1 CLOCK_CYCLE=1
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A AEFE KGTP

A KGTP A E#EmF H R E insmod , FIUARGRIFEARMATUERER (X 0
it GDB i&# KGTP) . (BERZMRFRERAIKHZRIIASF., &K :

cd kgtp/
sudo make install

EPEK
cd kgtp/
sudo make uninstall
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A DKMS —jc{f f§ KGTP

MRIRFERNE , #REA] AL DKMS SkfE A KGTP,
T HEKESHHE I KGTP XX 42) DKMS FRMERF.

cd kgtp/

sudo make dkms
T2 DKMS #4424 KGTP, 5%
http://linux.dell.com/dkms/manpage.html & #n{a{E A DKMS,
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& A8 KGTP Linux N#% patch

RBEEHR | H% KGTP patch , [FX KGTP PL—4> LKM KEAGmFRI EANFTE.

|E
R

ﬁT%?ﬁJJM]’;%EJi KGTP @J{mmaamwvm KGTP gt 7 patch. #£ KGTP H

gtp_3.7_to_upstream.patch 2% Linux kernel M) 3.7 £l upstream f¢]
patch,

gtp_3.0_to_3.6.patch 2% Linux kernel M 3.0 %1 3.6 f{ patch,
gtp_2.6.39.patch 2% Linux kernel 2.6.39 f] patch,
gtp_2.6.33_to_2.6.38.patch 2% Linux kernel }A 2.6.33 % 2.6.38 i

patch,
gtp 2.6.20 _to_2.6.32.patch 2% Linux kernel A 2.6.20 % 2.6.32
patch,
gtp older to 2.6.19.patch 2% Linux kernel 2.6.19 DLk EFEhRAH
patch,
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LTI KGTP —i#2 & A GDB

BT 7.6 lRAH) GDB ] tracepoint ThEEE —& bug , MHEIEE —EINEEMMANERET.

FrAan R 4Ri GDB /NF 7.6 75%! https://code.google.com/p/gdbt/ FxZ&eIERTAF]
KGTP —#2 B GDB., XEBEi24t UBUBTU, CentOS, Fedora, Mandriva, RHEL,
SLE, openSUSE j&, HMAZIER] A FEFFSIIFRA .,

MR GDB WAE , FIRIBXEN(EE BERBERIEH.
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4% B 201 .L GDB 1%
KGTP

F{F A KGTP TheeFEZE oL GDB i&E#:E| KGTP L.
TE Linux

3k KGTP {81
MBRELELZHET KGTP EAREASEF |, /RATL :
sudo modprobe gtp

AR A E#E A KCGTP BR BRI :

cd kgtp/
sudo insmod gtp.ko
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L 3EF A 21" /sys/kernel/debug/gtp" K [a]

MBAREXAAIE |, VBT RN config $TF 7 "Debug Filesystem", ZIRRHER
RN AR

MREUARHFTIHT , A FHEaH4 mount sysfs,

sudo mount -t sysfs none /sys/
MR BEL 1SR — LR B 40 "sysfs is already mounted on /sys" , 2R B1].

5 A T E44 mount debugfs,

mount -t debugfs none /sys/kernel/debug/
SRIRIREFREY" [sys/kernel/debug/gtp".
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1 GDB %##3%) KGTP

FEH Linux NAZ AR 45142 GDB
#Re] L N EIR 45 S FTFF GDB REibi% -

gdb Linux R#zE R 5%
5E1E1TH GDB /5 , AN EM GDB dy 43 akis %

file Linux PAZRRBHEIHF

{RA] URTE“ 4 AT Linux Rz B +5%ZE Linux PNAZER RS

N AR

5 S 1 GDB#TFFIEMK vinlinux XHEEEE, 3% #E Linux
T K& T
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GDB 7EAM T4, £

sudo gdb ./vmlinux
(gdb) target remote /sys/kernel/debug/gtp
Remote debugging using /sys/kernel/debug/gtp
0x0000000000000000 in ?? ()

SRIEREAT AR GDB a3 &R BR Linux X T .
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NR GDB f£imfE £l L
Fi nc 38 KGTP # M5 FjugM 1024 k.

sudo su
nc -1 1234 </sys/kernel/debug/gtp >/sys/kernel/debug/gtp
#(nc -1 -p 1234 </sys/kernel/debug/gtp >/sys/kernel/debug/gtp *5ZhR
A nc)
Zfa , nc LEPEFFEE,

1L GDB i&E#: 1234 351,

gdb-release ./vmlinux
(gdb) target remote xxx.xxx.xxx.xxx:1234

SRIERFEAT AR GDB S ANERER Linux N#Z T .
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Android

XAMIANE T # F GDB 1%# Android _E KGTP gid#2 , AJj(A]
http://www.tudou.com/programs/view/qCumSPhByFI/ &%
http://voutu.be/9YMpAvslI371 #HTME .
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ik KGTP t53k

$£—3 Wi ADB 245%#%| Android k.

B4 #IIKGTP t58% Android _E.

sudo adb push gtp.ko /
B /" aJgER Rz, R RLOEFEE B RakFE a4 "sudo adb shell mount -o
rw,remount /"3EXNHx remount AR E,

=2 K KGTP {8,
adb shell insmod /gtp.ko
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L 3EF A 21" /sys/kernel/debug/gtp" K [a]

fﬂ% FEXNED , FERMERKANZ config 1TFF T "Debug Filesystem". RRHZ
PN B R R

MREURMITHT , ERATE®4 mount sysfs,

sudo adb shell mount -t sysfs none /sys/
WAFRATRES1FE—L481% 620" Device or resource busy" , i5BHEAHA].

& A T E44 mount debugfs,
sudo adb shell mount -t debugfs none /sys/kernel/debug/

SRR FRFRE" /sys/kernel/debug/gtp".
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GDB &% KGTP

Anci KGTP #HMEE] 1024 35 L,

adb forward tcp:1234 tcp:1234
adb shell "nc -1 -p 1234 </sys/kernel/debug/gtp
>/sys/kernel/debug/gtp"
#(adb shell "nc -1 1234 </sys/kernel/debug/gtp
>/sys/kernel/debug/gtp" *&#HThRAH] nc)

2, nc SEPEFRERE,

1k GDB i%#£ 1234 i M.

gdb-release ./vmlinux
(gdb) target remote :1234
SRIBRFRRT AR GDB & &R FIERER Linux NAZ T .
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ffisk C BRI T SEE
2 GDB

BERFERIN— Linux RZIERHNFSEEE] GDB AR Z.
FIPEMFSEERAXES , FILKGTP 224857 GDB Python i "getmod.py" 72
Fr"getmod" A] AFE IR,

135



21T A getmod

"getmod" £ C ERIATAFRR] AIEE BAEEMARMEE — MR AR,
0 -

# TR a S RAE Linux RAZIRHRIEE L GDB fh &M IR FESC
fH/tmp/mi,
sudo getmod >/tmp/mi
#7£ GDB #Bih :
(gdb) source /tmp/mi
add symbol table from file "/lib/modules/2.6.39-
rcb5+/kernel/fs/nls/nls iso8859-1.ko" at
text addr = 0xf80de000
.note.gnu.build-id addr = 0xf80de088
.exit.text addr = 0xf80de074
.Init.text addr = 0xf8118000
.-rodata.strl.1 _addr = 0xf80deOac
.rodata_addr = 0xf80de0c0
__mcount loc_addr = 0xf80de9c0
.data_addr = 0xf80de9e0
.gnu.linkonce.this module addr = 0xf80dea00
#3%% GDB @4 fa , FT Linux NIZIER(EREH T H GDB 7.,
#After this GDB command, all the Linux Kernel module info is loaded
into GDB.

IRAERTRRREEBLFA  FRUTUAFEERERER., TEAR—IMHIF :

#/home/teawater/kernel/b26 & GDB FT{EEM,_ENAZEB TR 12
sudo ./getmod -r /home/teawater/kernel/b26 >~/tmp/mi
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£ A getmod.py

& 7E& https://code.google.com/p/gdbt/ FEkiEES4RF GDB R8EfE F getmod.py.
(£ M getmod. py BilE#2| KGTP.

(gdb) source ~/kgtp/getmod.py
TR XA A B 3ha 8 Linux IAZIERE) GDB .,
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